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The SWIFT China General Terms and Conditions constitute the main set of SWIFT China standard terms and conditions for
the provision and the use of SWIFT China services and products. They apply to each form or contract executed by the
customer to subscribe to SWIFT China services and products, unless expressly stipulated otherwise in the SWIFT China
Contractual Documentation. This document is for customers that need information about the contractual framework for the
provision and the use of SWIFT China services and products. This first version of the SWIFT China General Terms and
Conditions is effective as of 1 October 2019. “SWIFT China” refers to “S.W.I.F.T. (China) Limited (FFER it 45 £ A iR
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— SRR A Jon
Preface

FE

Purpose of this document

AMEE H I

The SWIFT China General Terms and Conditions constitute the main set of SWIFT China
standard terms and conditions for the provision and the use of SWIFT China services and
products. They apply to each form or contract executed by the customer to subscribe to SWIFT
China services and products, unless expressly stipulated otherwise in the SWIFT China
Contractual Documentation or other relevant documentation.

(SWIFT 775 —# 52 A1) FARE T S AIfl . SWIFT w [ AR 25 F07= & 1 SWIFT A [
FEAME R TKEM RS . AR MKMEH T2 AT SWIFT Hf [E AR 45 A1 7= fh i 28
BHISREEAE, BrAE SWIFT A [E A [ SCfF sl = At AH 5 SO A 55 B 2

In particular, the SWIFT China General Terms and Conditions contain the conditions of use of the
SWIFT China services and products, the rights and obligations of the parties, including the
duration and the conditions to terminate, their liability, the claim process, and applicable law and
jurisdiction.

R, (SWIFT 78— FIFF) e T SWIFT w55 A0 7 il i A FH 2% 1 DA
BT RCRIRT XL 55, AR 2 B IBR AN S6 A . X7 B4 R IGH R AR DA S RV A A
L

Intended audience

HARZ AR

This document is for the following audience:
AT FE N T BB ARG i ) «

e customers that need information about the contractual framework for the provision and the
use of SWIFT China services and products

o it B RARMEAVE ] SWIFT I 55 07 i & FIHE SRS B I E 7

Related documentation

RIS

e Pricing and Invoicing — Price List for SWIFT China Solutions
SEM AT ZE-SWIFT Hf E i vk 5 4 H R

e Pricing and Invoicing-SWIFT China Ordering, Invoicing, and Payment
SEMNFITT ZE-SWIFT HE T JFH AR ERIAT R

*  Shared Infrastructure Policy
e B B BUR

*  Shared Infrastructure Programme Terms and Conditions
S IR VI H 2R 2%

e SWIFT By-laws
SWIFT #if2

*  SWIFT Corporate Rules
SWIFT 2 ml#l &
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https://www2.swift.com/go/book/book99140/book99140/html
https://www2.swift.com/uhbonline/books/public/en_uk/s_byl/index.htm
https://www2.swift.com/go/book/book47699/book47699/html
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SWIFT F1[H

General Terms and Conditions

SRR & A

Preface

FE

SWIFT Customer Testing Policy

SWIFT % /7 s

SWIFT Data Retrieval Policy

SWIFT Hdi ki R BUR

SWIFT Glossary

SWIFT Rifisk

SWIFT Partner Programme Terms and Conditions
SWIFT &4k 30 H 26526 A

SWIFT Personal Data Protection Policy

SWIFT N A Hdfe R4 B

SWIFT Privacy Statement

SWIFT BAL s 81

SWIFTNet and Alliance Release Policy

SWIFTNet Fil Alliance & A U5

SWIFT Service Descriptions

SWIFT fik 55 ttiik

Customer Security Programme — Terms and Conditions
B g AR AT

SWIFT Customer Security Controls Framework (CSCF)

SWIFT %/ % Az HhilfEZE (CSCF)
SWIFT Customer Security Controls Policy
SWIFT %7 & A 2l UK

L2BA Programme Terms and Conditions
L2BA il H sk S

End-User Policy

P EUR
SWIFT Trademark Guidelines

SWIFT FEtniE g

SWIFT-defined terms
SWIFT € X Ri&

To avoid doubt, nothing in these SWIFT China General Terms and Conditions shall be
construed or interpreted as amending or otherwise varying the terms and conditions applicable
to the Parties under the SWIFT General Terms and Conditions of S.W.I.F.T. SCRL.

NG EE, A (SWIFT W E— B &R S M) R AT AT Py 25 345 4 A e sl B A Ay
& DL HAR 7 AT SW.LE.T. SCRL (SWIFT — R MEEY T&EH T &%
K5 %M.

In the context of the SWIFT China documentation, certain terms have a specific meaning. These
terms are called SWIFT-defined terms (for example, SWIFT user or service bureau). The
definitions of SWIFT-defined terms appear in the SWIFT Glossary.
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MRS RN 2% A [

7E SWIFT FrE s, e ARiEEAREE & o ZEAREFA SWIFT & SURIE (filin,
SWIFT A /7 8% service bureau) . SWIFT & X AREM & XFEN SWIFT RiEE .

Effective date
A EM

This is the first version of the SWIFT China General Terms and Conditions effective as of 1
October 2019.

WSO T 2019 4F 10 A 1 HAR (SWIFT o [ — SR ML) 55—
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SWIFT
General Terms and Conditions About SWIFT China and SWIFT China Contractual
— 2R 2 A Documentation

ST SWIFT e [H A1 SWIFT b [ & 7 S04

About SWIFT China and SWIFT China Contractual

Docume

ntation

=T SWIFT [ EFR SWIFT & B4 R o 8

About

SWIFT China

XTF SWIFT 1 H

S.W.LF.T. SCRL (“SWIFT”) is a global member-owned cooperative and the world’s leading
provider of secure financial messaging services. Headquartered in Belgium, SWIFT is a
cooperative society under Belgian law.

SW.LF.T. SCRL (LA FREM“SWIFT™) &2 — XLt RAHENEEAL, 2EERMLm
AL TR SRS . SWIFT S EREAE L AT, FEARHE EL A iy i v i e i S 1R 40
|

No

S.W.LF.T. (China) Limited FERFAM S EA MRS (HED FIRAF) (“SWIFT China”) is a wholly-
owned subsidiary of S.W.I.F.T. SCRL.

BRI R FE AR S (P ED HEAR ( “SWIFT 1 H” ) 2 SW.LF.T. SCRL &%
FAT .

SWIFT and SWIFT China do not hold funds nor do they manage accounts on behalf of customers,
nor do they store financial information on an on-going basis.

SWIFT fl SWIFT P EIANREBER A TS EEHIK P, DA FSFMEEER.

Becoming a SWIFT China customer

R SWIFT s E %
Except as otherwise expressly permitted in the SWIFT China Contractual Documentation, SWIFT

China

provides services and products only to duly registered SWIFT users, service bureaux,

Alliance Lite2 for Business Applications (L2BA) application providers and SWIFT registered

provid

ers. A common contractual framework to order and use SWIFT China services and

products

BRI SWIFT B EEFRHAE BT, T SWIFT FENHEERERK SWIFT P,
service bureaux, Alliance Lite2 for Business Applications (L2BA) RiFEFFHRALREM SWIFT ¥
MR AR IR RS A . MBI AME A SWIFT B RS AF 58 & FELE.

SWIFT China offers SWIFT China services and products to all customers on a common
contractual basis.

SWIFT FE AT E & P et T — K& F A SWIFT /1 [E AR & F 7= o

This is a key element of SWIFT China’s commercial approach and is consistent with SWIFT’s co-
operative nature.

X SWIFT A LA RGBT R, 156 SWIFT BIE1EPE -

SWIFT China reviews customer requests to change SWIFT China terms and conditions in keeping
with SWIFT China’s commercial approach. Rather than executing ad hoc amendments with
individual customers, SWIFT China prefers to include acceptable changes in the next version of its
standard terms and conditions for all customers.

SWIFT A [E X2 %88 SWIFT mb [E B AR B 25T SWIFT o [ 45 2O 2544 ) B SR i3k 47 o
A, SWIFT H[E B R R A6 BTG 2 7 1T bR v 2% AR 26 (R in N G B4R, T dE S
AN 2B RERMEAT UL

These SWIFT China General Terms and Conditions constitute the main set of SWIFT China
standard terms and conditions for the provision and use of SWIFT China services and products.

01 October 2019
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ST SWIFT e [H A1 SWIFT b [ & 7 S04

They apply to each form or contract executed by the customer to subscribe to SWIFT China
services and products, unless expressly stipulated otherwise in the SWIFT China Contractual
Documentation.

(SWIFT 77/5— MRS ALY Wk 7 3R d . SWIFT R [E AR & #0757 S i SWIFT F1[E
FERRESR MG . 125G T2 7 AT SWIFT A [ IR 45 A1 72 i 2%
BHIRFEEAFE, AR SWIFT f [H &5 S04 g B i E .

The SWIFT China General Terms and Conditions apply to most SWIFT China services and
products, including:

(SWIFT 71—k A1) & TR 24 SWIFT rh [ 45 R i, A4
software (for example, SWIFTNet Link, the Alliance portfolio, or Alliance Messaging Hub)
o MF (1, SWIFTNet Link. Alliance portfolio 5§ Alliance Messaging Hub)

. Business Intelligence products (for example, Watch Analytics, Watch Insights, or
Compliance Analytics)

o RDEAEFEL (B, Watch Analytics. Watch Insights &t Compliance Analytics)
Support services

SCRFIRSS

As regards certain community products made available based on community data (typically, the
Compliance Services such as Sanctions Screening, Sanctions Testing, or the KYC Registry), the
SWIFT SCRL General Terms & Conditions, rather than the SWIFT China General Terms and
Conditions, shall apply.

X TR T4 X R SR AL e e 4L X = GEH /2 Sanctions Screening. Sanctions Testing &4,
KYCRegistry Z5 54U %% , RiEH (SWIFT SCRL — KA FF/E) , TAE (SWIFT 7/
— RN AFNED

The SWIFT China General Terms and Conditions include by reference (without limitation):
(SWIFT 1[5 —FHAIFF) B 5 s (EARRT) -

*  SWIFT policies, such as the SWIFT Personal Data Protection Policy, the SWIFT Data
Retrieval Policy, the SWIFT Customer Security Controls Policy, the Shared Infrastructure
Policy, the End-User Policy, and the SWIFT Customer Testing Policy service descriptions

o SWIFT B3, W (SWIFT N AR Bk ) « (SWIFT Hidis i RECR) .
(SWIFT B P 44 BR) « (HEEEMEEEER) « (RELHF/HFE) M
(SWIFT Z P IREUR ) ARSIk

e SWIFT China pricing and invoicing documentation (for example, the Pricing and Invoicing
— Price List for SWIFT China Solutions)

o SWIFT @M MBS (Bilan, EMMITE - SWIFT o[ i o5 i B
)

Where to find SWIFT China Contractual Documentation
AL 2R SWIFT J B4 FIscH:

Customers can find the latest version of the SWIFT China General Terms and Conditions and
other SWIFT China standard terms and conditions, SWIFT policies, and SWIFT China pricing
and invoicing documentation at www.swift.com

2 Al LAE www.swift.com  E 3R BT RRAS ) (SWIFT 77/ — A& 24 A1 1E) LA R HoA
SWIFT o [E bRt S5 5 M 264 . SWIFT B DL K SWIFT i [ 5 1 AP ZE 0 4
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SWIFT
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— SRR A — SRR A

General Terms and Conditions

— R R BRI AT

1 Interpretation
1 R
1.1 Unless inconsistent with the context, the following reading conventions apply in these General
Terms and Conditions:
1.1 BRAES B CA 8L, BB RIRAEEH TA (—RFAFHFT) -
a) Terms that are capitalised in the text have the specific meaning set out in these General
Terms and Conditions. Terms that are highlighted in grey in the text have the specific
meaning set out in the SWIFT Glossary.
B CPKGRIEAGA (ARHAFEE) PHUERREE S Lo SO UK BT R
IR (SWIFTARIER) thRIUE HIR:E & SURE .
b) A reference to a document or form refers to the latest version in force at the time the
reference is applied.
b)  HERCIF B TR 5 B B A RS
c) A reference to a person includes any other person for which he is responsible, including his
employees, directors, agents, and subcontractors.
¢ RENLEFEILRNXZ AT AR AL, BREER. . AN A
1.2 General principles or words are not given any restrictive meaning when they are illustrated with
examples. A reference to a clause is not given any restrictive meaning and other provisions may
continue to be relevant or apply.
1.2 — P U s A Y AE 2845 150 B I AN A A AT PR PR R S e R B A S AN B A AT PR A
S, HA SR AT R SR AH G EUE H
1.3 The following order of precedence applies within the SWIFT China Contractual Documentation:
1.3 SWIFT H [E & [/ ST S U7 4n -
a) the form or contract executed by the customer to subscribe to SWIFT China services and
products
a) ST TESWIFT v [ [ 45 R 7 it T 25 28 1) 2R v 55 [
b) the SWIFT China standard terms and conditions (such as these General Terms and
Conditions)
b)  SWIFTH [EARHESR A AT (WA (—RFARFF) D
c) the policies
c)  BUE
d) the service descriptions
d) RS HE
e) any other documentation included by reference in the SWIFT China Contractual
Documentation
e)  SWIFTH & [ SCfF 4 e AR A e SO A
If any document expressly provides that another document amends or supplements it, that other
document prevails.
01 October 2019 9
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— MR A — MR A
A AT SCAE BRI E 53— SO AT B kb SR i, RS — SO e i .

1.4 These General Terms and Conditions constitute a legal agreement between SWIFT China and its
customers. However, they do not govern any contractual arrangements directly between
customers.

1.4 A RFFAFF) W SSWIFT o [E] 5 H 2 P 2 8] Rl (B EERE AR P 2
() AR AT AT 5 [R) 22

1.5 The SWIFT Contractual Documentation included by reference in these General Terms and

Conditions or elsewhere in the SWIFT China Contractual Documentation shall be construed in
accordance with Belgian law.

15 TEAR (—MRMEAE) 3 R A aSWIFT A [ A [F) 32 A4 At b 77 38 X I SWIFT & Rl SCA4:
I AR BRI B 2 R AT RS o

2 SWIFT China Contractual Documentation

2 SWIFT A & [F 3044

2.1 Each party accepts the validity of an electronic signature or electronic data, and confirms that such
signature or data have the same force and legal effect as if in writing or paper based.

2.1 B J7 AT L 724 B T O O R, RN SR AR 44 B S P i AR A A
BHGRE B R SE U

2.2 The customer acknowledges and agrees that SWIFT China may amend or supplement the SWIFT

China Contractual Documentation at any time upon written notice to the customer (typically, by
updating the relevant document(s) available on www.swift.com).

2.2 FPRNIF R, SWIFT o ] £ [ 5 7 R 308 15 THI 8 i i ot I A2 e sk SE SWIFT A [ 5 [F)
SO Gl E I S Frwww.swift.com EARSE SO D .

The customer must ensure that it always refers to the latest SWIFT China Contractual
Documentation and other service documentation in effect, and that it is aware of the latest
available information relating to SWIFT China services and products. In particular, customers
must regularly consult the following:

2 Wb AR FL U 24 228 BB A A SWIFT Hh B 4 R SO RIS A IR 25 S pF, IR ke 5
SWIFT r [ [l 55 A i AH SR BB vl B R . I, & 2 I ) R 3k S0

a)  the Terms and Conditions section on Www.Swift.com

&  www.swift.com) 5k a5 A5 43

b) any written notice issued by or for SWIFT China pursuant to this section 2.2

b)  MRIEATE2.25NE, SWIFTH [E LA 1By SWIFT o [ A H A4 A7 45 1 38

c) the Support section of SWIFT (www.swift.com > Ordering & Support > Discover our
support tools) (typically, the tips in the Knowledge Base)

c)  SWIFT 32 £ 4 (www.swift.com > Ordering & Support >Discover our support
tools) (JuH&Knowledge Base ™ 27 )

SWIFT China notifies changes to these General Terms and Conditions through written notice to
customers.

SWIFT r [ [ 25 i A5 T s A0 (77 2 A (R amacF) iAe e .

2.3 Both English and Chinese versions of the SWIFT China Contractual Documentation as published
by or for SWIFT China are valid. In the event of any inconsistency between the versions, the
English version shall prevail.

01 October 2019 10
20194£10H 1 H


http://www.swift.com/
http://www.swift.com/
https://www.swift.com/myswift/support-tools
https://www.swift.com/myswift/support-tools
https://www2.swift.com/kb/#/
https://www.swift.com/myswift/support-tools
https://www.swift.com/myswift/support-tools
https://www2.swift.com/kb/#/

SWIFT China

SWIFT H[H

General Terms and Conditions General Terms and Conditions

— R AR A — Mgk A

2.3 SWIFT Hft [B & A7 (1 B X SWIFT A1 [ & A B SWIFT H [ A [ SO ) 1 58 SCRRAS S 288 4
PASCAS [ A — B2 4, PASESCRRAS it

3 Conditions of Use for SWIFT China Services and Products
SWIFT H [l R 95 7= i 456 A 2% A4

3.1 Except as otherwise expressly permitted in the SWIFT China Contractual Documentation, the
customer must be a registered SWIFT user (that is, a user accepted by SWIFT in accordance with
the SWIFT Corporate Rules), service bureau, L2BA application provider or SWIFT registered
provider in order to subscribe to and use SWIFT China services and products. No subscription to
SWIFT China services and products will be effective until finally accepted by or for SWIFT
China.

3.1 B AEAE SWIFT v [J & 5] SCAF b S5 A7 B vt % b B0 I A SWIFT wh [ - CRI,

SWIFTHHESWIFT A R EINAT A /1)« service bureau. L2BARN FHIFEFH2 AL sk SWIFT
FEN R R 7T VT WA SWIFT A [ AR 55 R0 o 6 SWIFT o F IR 35 407 it RO AT A4
W Z AL Z WA AR

3.2 SWIFT China may set out additional conditions to subscribe to or use SWIFT China services and

products in the SWIFT China Contractual Documentation or, as the case may be, other applicable
contractual documentation of other SWIFT related entities.

3.2 SWIFT  [E Al 7E SWIFT H [ & A SOl CRRE BL I 7€ ) oA SWIFT A ¢ S A4 f) e 3 H &
[ SO R RS VT I B A FE SWIFT o [ AR 55 0 7 i (4 B D 2% 428

4 SWIFT China Role and Responsibilities

4 SWIFT H H HJER ST B4R

4.1 Provide SWIFT China services and products

4.1 SEAESWIFT rf [l Al 5% A1 ™ i

4.1.1 SWIFT China provides SWIFT China services and products and complies with any applicable
service levels in all material respects as set out in the SWIFT China Contractual Documentation.

411 SWIFT H [E £72 Bt SWIFT v [E] il 55 A7 ity I AE T 2 27 [0 53 SWIFT o [E 5 /] ST )
7€ AT AR 3 F AR 95 7K F

4.1.2 When SWIFT China is responsible for shipment, SWIFT China accepts responsibility for loss or
damage until delivery at the address designated by the customer and agreed by or for SWIFT
China.

412 HSWIFT [ 41 53 R BTy, SWIFT o LG 7R 48 B ik 78 2 P 16 € 1 IR 4 SWIFT o [ [R] = 1)
Mtk 2 |/ AR A R AR DA

4.1.3 When the customer is responsible for downloading SWIFT China services, products, or

documentation, SWIFT China’s obligation to make these available to the customer is fulfilled by
making them available on the relevant site in a downloadable format.

4.13 BE P ITU R ESWIFTHREARSS . 7 5B, SWIFTHE % e i 5 RS . 7
BT S5 Il I AR AR DR Wty _F LR R B SR % S R 5%« 7 i BT AR ST
414 When SWIFT China is responsible for implementation or activation, SWIFT China will use all

commercially reasonable efforts to complete such implementation or activation by the date
confirmed to the customer, or any other date agreed with the customer.

4.1.4 L SWIFT H [ 471 57 S i OO I, SWIFT A [ERKE S — DIl & #5507, & P i n) 5
B 2P 245 A e H At I 3 2 107 58 1 i S e 0
4.15 When SWIFT China services and products are provided through the internet (for instance, making

available SWIFT products for download), SWIFT China cannot be held responsible for problems
due to or arising in connection with the internet channels that are used.

01 October 2019 11
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— SRR A — SRR A
415 e I ELHC Y AR BESWIFT Hf [ IR 55 A= i (il dn, S EESWIFT = St R 80 B, 0T REE

FH B L0 DX S0 1 3 B B 2 A OCI 1R) &, SWIFT A [ A 2 HH 574
4.2 Suspension and Change
4.2 B R

421 The customer acknowledges and agrees that SWIFT China may suspend or change SWIFT China
services and products, in whole or in part, at any time and without prior court intervention, by
written notice issued in advance if and as appropriate in the circumstances, if in the reasonable
opinion of SWIFT China any of the following events occurs:

42.1 BPARINIEFRIE, SWIFTH E el /R AN R AE T FREF G AT Mg (BB ER
FHhTHD , BT RIEDHEIBEN CEEZZHE N A B s A& ) 2
15 B AR SWIFT Ff [ AR 45 A1 77 5 -

a) to perform or allow maintenance, or to upgrade or otherwise change SWIFT China services
and products (typically, as per the SWIFTNet and Alliance Release Policy and during
announced downtime windows)

a)  BATECRR4EY, BTk DL A 5 U B0 SWIFT A [ AR 45 A S GEE R BE
SWIFTNet A Alliance & A BUE 7 5 A6 5 12 1T B N 647

b) to prevent, mitigate or resolve any adverse effect on the security, reliability, resilience or
proper performance of the provision or use of SWIFT China services and products

by TR gD B SWIFT v (5 fIR 55 A7 il B2 it sl T ) 22 ek . WTSEk L ik
PUBIE 2 B A AR T AR 52

C) to comply with any law, decree, regulation, order or any other act or intervention of a
regulatory, governmental, legislative or judicial authority, including a court or arbitral
tribunal

c) SRR . BUM. SOEBENENLS (EIRERE B EEE ) KRR VES
ML A B AR A A AT BT TR

d) if the customer has committed, in the reasonable opinion of SWIFT China, a material
breach or repeated breaches of the SWIFT China Contractual Documentation (whether of
the same or of different provisions) or of any instruction given by or for SWIFT China in

accordance therewith, or of any other contractual arrangements with SWIFT or SWIFT
China, or of any laws and regulations

d)  HESWIFTHE & HIN % 7 )™ Eid S sl B i s SWIFT i [E & [F SCfF (Te g2 )
AR BN R 25K BSWIFT A [ AR 12 55 SO A i A 4R 75 Bl 5 SWIFT ERSWIFT o
] 225 g PR A AT A 5 ) 22 HE BT R i

SWIFT China informs the customer about changes to SWIFT China services and products

(typically, through the SWIFT Release Timeline, a release letter, or an update of the SWIFT China

Contractual Documentation).

SWIFT H [ [ 7% 7 5 K17 S SWIFT i [ R 45 R0 it (K AR B8 Gl 35 SWIFT R AT I [) 3%

KA R ELSWIFT o [ & [R SO BT EAT)

This clause 4.2.1 applies without prejudice to any other rights or remedies of SWIFT China
(typically, termination rights pursuant to clause 10).

AH 4.2.1 TN E AT SWIFT F (] (4 o A ABUR BOREFF AL GEH S 10 28 RUE 2518

BO .

4.2.2 SWIFT China limits any suspension of, or changes to, SWIFT China services and products
pursuant to clause 4.2.1 as reasonably practicable or prudent in the circumstances.

4.2.2 SWIFT H [E 36 HR45 554.2. 1I00A R K SWIFT F [ JiR 55 117 i A A ] 327 5 B3 B PR i) 4 5 B8 T

ITBUEHITRTEE T
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4.3 SWIFT China Responsibilities

4.3 SWIFT H1[H ¢4

4.3.1 SWIFT China provides SWIFT China services and products using care and skill consistent with
good industry practice.

431 SWIFT [ B PARF & BRI AT M AR 1] PRy R P A R S SWIFT o [ R 55 4177 i o

4.3.2 SWIFT China provides SWIFT China services and products using competent personnel with
appropriate experience.

4.3.2 SWIFT 1 [F A5 B A i 24 250 i JPEAT N SRR A SWIFT v [ IR 25 A1 7 it

4.3.3 Unless SWIFT China notifies the customer otherwise, and provided SWIFT China is permitted

and in a position to do so using commercially reasonable efforts, SWIFT China warrants that it is
not aware of any bona fide claim that the possession or use of SWIFT China services and products
by the customer, as permitted under the SWIFT China Contractual Documentation, infringes the
intellectual property rights of any third party.

4.3.3 FrIESWIFTH E BT M E ) HSWIFTH E g o R Eml &3 % hamg -, 5l
SWIFT mf [ fRE H IR AN S BRAT A A R & P #2 BB SWIFT o [/ & [F SO B ol 5 A Bl fE A
SWIFT o [ R 45 F1 7= SR A2 A0 AT AR 25 =5 F0 P2 AL 38 & 2 K.

434 SWIFT China has controls in place that are designed to provide adequate assurance regarding the
security of specific SWIFT China services and products. Its corporate security policy and
standards are based on principles of the ISO/IEC 27000 standard series (a series of Information-
Security Management Systems standards). SWIFT's service commitments regarding data obtained
from customers as part of their use of SWIFT services and products, which include security
commitments in terms of confidentiality, integrity, and availability of such data, are as described
in the SWIFT Contractual Documentation.

434 SWIFT 1 [E 2w ] 7 B 15t , 5 7E s 8 SWIFT o [B AR 25 F0 7 i ) 22 4 P B 78 20 (R
HN T 2 A BUR AR ESRE T ISO/IEC 27000854 R 8RN (— RFME S 2B H RGhr i)
M E . SWIFT X T-SWIFT IR 45 F1 7= & 4 o A2 i A28 7 A 58 75 100 5000 T 18 1) R 55 7K i
(BFEH RZE R R E . e MR SR 2 AR ) SWIFT A R SCAF Tk

4.4 SWIFT China’s roles and responsibilities under this clause 4 are subject to clause 9.

4.4 SWIFT i [F £ A 55426 0T () 1 LRI ST 2 5595 WUE 407K

5 Customer Role and Responsibilities

5 Z IR SME

51 General Obligations

5.1 — RS

511 The customer must comply with all obligations and other mandatory instructions applicable to it

in connection with its use of SWIFT China services and products, as set out in the SWIFT China
Contractual Documentation or otherwise notified by or for SWIFT China to the customer.

5.1.1 B s SWIFT A [E & R SCF h e RO sk SWIFT P [ DL 7 B M E P R, 5
SWIFT A [ Az 45 A1 7= it ()45 A 5 5 EL 3@ F 0 BT A S 45 R0 HAth 5 1l 1 i 7

In particular, the customer is responsible for providing and maintaining current, accurate and
complete information and authorised representatives as may be required by or for SWIFT China
from time to time in connection with the provision or use of SWIFT China services and products.
When designating authorised representatives, the customer shall ensure these persons are and
remain aware of and able to perform their role and responsibilities, including any changes to such
roles and responsibilities.
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PR AH R B BORT . AERA TS B AR R AR . FERE ESRABURERI , 2% 77 BLAf DR %55 A\
T TR B AT HIR DT, A IS T AR .

512 The customer is responsible for complying with all technical, operational, security, availability,
legal and regulatory requirements applicable to its use of SWIFT China services and products.

5.1.2 % PR SR S H T AL I SWIRT A [ R 45 A= T A BRIk B AR IR etk W)

FE . VRN A K

Without prejudice to the generality of the foregoing, and as specified in the SWIFT China
Contractual Documentation, the customer must use a certified interface.

FEANTE MR R A L E 1 3l I RT3 R, 2 IESWIFTrh [E & [F) SO RORLE 2 7 e i E
EESSURINTREE SRS

The SWIFT China customer is and remains responsible at all times for ensuring that its
operational environment has been configured for increased resilience in order to minimise any
downtime in the event of a failure of its primary systems or connection. SWIFT China and SWIFT
may publish general guidance relating to specific SWIFT China services and products to help
customers implement such resilience in connection with their use of such SWIFT China services
and products. Pursuant to clause 2.2, SWIFT China customers must ensure that they regularly
check and always refer to the latest available information, data and other materials published by or
for SWIFT China or SWIFT. The SWIFT China customer acknowledges and agrees that nothing
in such guidance constitutes any representation, warranty or guarantee on the part of SWIFT or
SWIFT China against the occurrence or prevention of downtime, system failure or other similar
events. Furthermore, nothing in such guidance shall be construed or interpreted as SWIFT or
SWIFT China taking or accepting any responsibility or liability for SWIFT China customers’
roles and responsibilities and obligations as set out in this clause 5.1.2 or elsewhere in the SWIFT
China Contractual Documentation or SWIFT Contractual Documentation.

SWIFT H[E % P EATATIN G35 87 67 53 Of 2 5 0 B LR 3R, $m ROEE, DUMEEH 3
LA G B I R I R A AT 4 1B AT I TR /M . SWIFT e [E AT SWIFT H] s 5
SWIFT v [l i 5 A= it R A — Mcfa r . DAFS BRI AR LS SWIFT A (5 IR 55 17 it )
SEPLZE RiEYE . RIEE 2.2 FMME, SWIFT i E% P b i fr e B G I In %k 5%
SWIFT H[E B, SWIFT KA W& T S S SRkl . SWIFT o [E % &I [
B XS AR N A S SWIFT 5 SWIFT H EXHE 1EIs 1T RS0 B AR R
AR R A BB VG PR AR AT A . CRUEEGHE DR . EAh, 2548 T MU AR AT A 22 2 AN B
fE PR ER A A SWIFT 5% SWIFT H[E Ny SWIFT Hf [E % PR e B2 2 A5 5.1.2 sk SWIFT
oh [ & [R] SCAR R SWIFT & [F) S HoAthth 77 ik i R 53 A1 53 4F:

513 The customer must use only the releases or updates of SWIFT China services and products that

SWIFT or SWIFT China currently supports, as specified in the SWIFTNet and Alliance Release
Policy, the SWIFT Release Timeline or as otherwise notified by SWIFT (for example, in a release

letter).

5.1.3 2 P AN AE FH SWIFTNetFlAlliance K A EL S . SWIFT K AR IR (8] R B SWIFT B 47 (] 4@
TRATE) WA, FEHSWIFTESWIFT H [E H Al 52 15 FISWIFT A [ AR 45 A1 72 i 19 & A 5 R
B

Consequently, the customer must subscribe to applicable maintenance services and, when using
software, install all new releases or updates and remove preceding versions, by no later than the
date specified in the SWIFT Release Timeline or otherwise notified by or for SWIFT China (for
example, in a letter or other form of notification). Failure to do so may lead to (i) SWIFT China
informing regulators, other authorities or the customer’s messaging counterparties; and/or (ii)
SWIFT China exercising other rights and remedies available to it such as but not limited to the
suspension or termination of the affected SWIFT China services and products.

Pl 2 0T W s I 4EE AR S5, JF BAE RTINS, FEANE T SWIFT A& A i 8] 2 v

FLSE I ERSWIFT [ 5347 (g fnad e oy 4 B H A ie 7 500 388 R 6 I 3122 2R 3 R A Bl
FEMBR BTG JenihiA, BATEES S8 (D SWIFTH ERR SLIB A AL . HAh /e
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5.2 Security
5.2 YA

The customer is and remains responsible at all times for maintaining the confidentiality, integrity,
availability and security of traffic, message, and configuration data on its SWIFT-related
infrastructure and on that segment of its connection to SWIFT for which SWIFT is not responsible
under the SWIFT Contractual Documentation, including any segment of the connection of the
customer through a service provider such as a service bureau, group hub or L2BA application
provider. More generally, the customer is and remains responsible at all times for protecting and
securing its local environment, including but not limited to all internet-facing systems, against
potential compromises and (cyber-) attacks.

PN — HL A ST S L SWIFT AH DGR i AR SWIFT A4 SWIFT & [F SCIH T8 7 £ 5
) SWIFT R (ALFEiE 1L service bureau. group hub m¥ L2BA J37 FH 2 64t i 445 R 55 12
BER SR P IERERD R R IOCHECE BRI R . e, AT A A
Yo EITZME, BN BN SR A S CEFEEAIR T BT 1 R 1) &
G0) REATFBIENR R (N4 K.

SWIFT, as a member-owned cooperative, has developed various security-related initiatives under
the SWIFT Customer Security Programme, Shared Infrastructure Programme and L2BA
Application Providers Programme for the collective benefit of its customers community. These
initiatives include the SWIFT Customer Security Controls Framework and the SWIFT Customer
Security Controls Policy, which are designed to help SWIFT users improve cyber-security and to
facilitate cyber-security risk assessments by and amongst users directly, and the SWIFT
Information Sharing and Analysis Center (ISAC) which aims to facilitate customers’ access to
security threat intelligence (typically, malware details such as file hashes and YARA rules,
indicators of compromise, and details on the modus operandi used by cyber-criminals) to help
customers to better defend themselves. Furthermore, SWIFT publishes general security guidance
relating to specific SWIFT services and products to help customers protect and secure their use of
such SWIFT services and products. Pursuant to clause 2.2, customers must ensure that they
regularly check and always refer to the latest available information, data and other materials
published by SWIFT. The customer acknowledges and agrees that nothing in these security-
related initiatives constitutes any representation, warranty or guarantee on the part of SWIFT or
SWIFT China against the occurrence or prevention of compromises or cyber-security incidents or
other similar events). Furthermore, nothing in such initiatives shall be construed or interpreted as
SWIFT or SWIFT China taking or accepting any responsibility or liability for customers’ roles
and responsibilities and obligations as set out in this clause 5.2 or elsewhere in the SWIFT China
Contractual Documentation or SWIFT Contractual Documentation (typically, the responsibility
for each customer to duly protect and secure its SWIFT-related infrastructure and local
environment). Without prejudice to any other roles and responsibilities and obligations under
these General Terms and Conditions or elsewhere in the SWIFT China Contractual
Documentation or SWIFT Contractual Documentation, each customer must at all times timely
comply with all security-related obligations applicable to it.

SWIFTYE N — N R E A EH R C A AESWIFTE 24t ki) . L2 Rt ¥ 1 %) A0
L2BAN HFE FHAE R TH RN, IR P A B AR R 25 0 ) 5 T % Pl M R AB . 155
BB FESWIFT R 2 5 HIME LRI SWIFT & 1 2 e HIBUR, BEHBSWIFTH F it 5
W% 24, FEBHTER P ISWIFT(E BIEZ 500 (ISAC) H B B2 T W 45 22 42 UK T
fli, HEEHWE, TRZEBER CEERELT, SHE 0SS A Y ARAR A
AR FE AR S50 R A 40T S W 8 SRIE AT R AR IR TR g5, A Bh& P S8l e 4 i H
BARY . AN, SWIFTR A 1 5545 @ SWIFT RS A7 S AR S 1 — M 22 4468 7g, B S (%
PR B X 1% S SWIFT IR 25 A1 7 b A o ARFE 5225000 5E , 28 7 WL Zife A 58 S04 A 9
WRA S SWIFT R AT W EH vl MG B B Akl Bro&il AR, Ei%% 24
FAB UL KR ART P 25 S AS K BCSWIFT B SWIFT o [B 616 % AR BT E N1R . X 2% 22 4 ik
HAR SN F BT E AT A B . FRAE R . BEAN, ZZEAB DT AT P 25 35 AN LY AR B
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TR i A SWIFT B SWIFT i1 [ 9 A< 555.2 3K B SWIFT rf [H & 7] S A4 B SWIFT & [7) 3044 HoAth s 5
iR & PR ST STAEA LS GHRE S DR — 2 7 X SWIFT AH 5 S il 158 it Al AR HU 3R 5 1)
ZERP AT R AT ST B 5T . EAFEA (— R M%&) BSWIFTH
] £ [ SO BRSWIFT & [R] SC At b 75 B B s AT AT AR R 5% . ST AN LS HE LR »
BF 25 PV Db ATIGR 25 M N 18 ok HE T A 22 A A o XL 55 .

5.3 Testing
5.3 IUEEN

Customers must not conduct any performance or vulnerability tests on or through SWIFT China
services and products unless expressly permitted in the SWIFT Customer Testing Policy.

FRIESWIFT 2 - MABOR 1 5 A7 I itk v, 45 025 P A1 40 8Os i SWIFT H [ i 45 #i 7
st REAT AT 14 R s T 01X
If customers believe they have identified a potential performance or vulnerability threat, they must

immediately inform SWIFT China thereof and treat all related information, data or materials as
confidential information.

A NGE ORI 1B AEVE RE SR I B, F 2 BE RISWIFT R, JRKE P A kA5
B Bl SRR S R

SWIFT China disclaims any liability for any testing performed by customers on or through
SWIFT China services and products.

SWIFT H [E A 28 7 At ol 3iad sk SWIFT H ] AR 45 A7 gt A7 AT AT I3 A P T A 54T
5.4 Trademark, Company Names, and Trade Names
5.4 Fibr. ANEIAR. BHS5

The customer must at all times respect SWIFT or SWIFT China’s rights to its trademarks,
company names, and trade names, in accordance with the SWIFT Trademark Guidelines available
on www.swift.com. In particular, customers may not use names or signs identical or similar to
SWIFT or SWIFT China trademarks in a manner which could cause a likelihood of confusion as
to the origin of the products and services offered under those names or signs, nor in a manner
which would take unfair advantage of, or be detrimental to, the distinctive character or the
reputation of SWIFT or SWIFT China trademarks.

PN R AR YE www.swift.com F ) SWIFT Z7#s7557, %8 SWIFT o SWIFT o [E %}
Fibn Aa] AR SRR . JTHE, TS HYE SWIFT 50 SWIFT A [E i brtH R
BT L A AR E bR &, TR REXT %5 A AR EAR R IO b AR 45 1 D P b = AR TRV, BR
FX SWIFT B SWIFT A [ B s (1) A R ERFAIE 5% 25 3E 1T AN 1E 24 16 ) FH B3P 5

5.5 Industry Practice, Applicable Laws, and Requlations

5.5 TG E A 1R
The customer is responsible for its use of SWIFT China services and products.
P S HAE B SWIFT of [ AR 55 A0 77 5 4 5

In using SWIFT China services and products and conducting its business, the customer must
always exercise due diligence and reasonable judgment, and must comply with good industry
practice and all relevant laws, regulations, and third-party rights.

FEAL P SWIFT v [ il 55 A0 7= il ST J& ol 5510, 2% 77 b s 2% R Fp R UR B 0F 347 & B A
Wi, I HLb 25U a7 R4 A AT MU AS AT B A AR DR . Y BB =TT BRI

Without prejudice to the generality of the foregoing, the customer must:
FEANFEME IR R Ml 1 A PR R4 N, P A0

a) perform due diligence and apply adequate know-your-customer principles to its
counterparts.

01 October 2019 16
20194£10H 1 H


https://www2.swift.com/uhbonline/books/a2z/swift.htm
http://www.swift.com/
http://www.swift.com/

SWIFT China
SWIFT
General Terms and Conditions General Terms and Conditions

SRR & A SRR A
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b) ensure not to use, or try to use, SWIFT China services and products for illegal, illicit or
fraudulent purposes, and refrain from any practices that might create confusion about the
purposes for which SWIFT China services and products are used (typically, practices that
would not permit a clear identification of or would misrepresent the parties effectively
involved in a transaction or the nature of the transaction)

b)  WERASKE A A R SWIFT o [ il 55 A0 77 b I TARL . AIESEURER K, BT
] A e 0T SWIFT v ] I 55 A0 77 i F 3 7 AR VRV BOATATAT 9 CRRR )2 V20 28 R el
BXA %2 55 5 W& 788 S i B - AT ) .

c) seek and obtain all necessary or advisable consents and authorisations and enter into all
necessary contractual arrangements in order to ensure that no laws, regulations, or third-
party rights are violated (including laws and regulations regarding banking, money
transmission, securities, money laundering, terrorist financing, economic sanctions, anti-
bribery and corruption, competition, outsourcing and data transmission)

C)  SRMERAG A L B EOE M BN, IE T b E R A 2, DR ANE
SAEE S RS =T B (BFEA RARAT . Be AR YR, Pedk. M SR
T UrHIE. RIEEAEG S, AMUMIEEE R D

d) comply with all relevant laws and regulations regarding the export, re-export, import, and
use of any products, software, technology, or materials (including cryptographic
technology and materials) comprised in or relating to the provision and the use of SWIFT
China services and products

d) IS5 SWIFT Hf [ i 55 A i 1K) 52 A4 A SR BOAR AT 7 i o 3R L SR B B
CEFE IR AT D B O, Bl O, 3RS S BT AR SR LR

6 SWIFT China Software Licence
6 SWIFT H E# AT

6.1 When the SWIFT China services and products are or include software, SWIFT China grants to the
customer a non-exclusive, non-transferable and time-limited right to use the software for the
specific purposes set out in the SWIFT China Contractual Documentation (typically, to access and
use SWIFT messaging or other services) or, as the case may be, other applicable contractual
documentation of other SWIFT group entities and in accordance with the applicable licence terms
set out in this clause 6 and elsewhere in the SWIFT China Contractual Documentation or, as the
case may be, other applicable contractual documentation of other SWIFT group entities.

6.1 ZSWIFT H [ il 55 A1 7 ft & 1 s B8 BPR IR, SWIFT rp AR 95 AR 556 2% LA S SWIFT i [H 5
[l SO FAt L2 e (RS BLTT 72 ) SWIFT AR 11 52 A 3 A i FH 5 [R] ST A o i F s FH ¥ ]
SFARUE, BT A T SWIFTH E & R SCrF s (L BLm € ) HASWIFTAE [
SR FAME FH 4 [ SO R BT e € H IR IR IRl AN P SWIFT R SCE AR AR 55 ) 1R FE
HEAM A ANFT G LR AT B I R R ACR) o

6.2 Except to the extent expressly permitted under SWIFT China Contractual Documentation, the
customer must not, nor authorise others to:
6.2 BRAESWIFT [ & R SO 3 A7 B eV, 75 W& NS BT B AU A U7 -

a) modify, enhance, or otherwise change the software, or prepare derivative works based
upon the software

) B WRREA AR T AR TR A, BT AT R AT AR

b) translate, decompile, disassemble, reverse-engineer, or otherwise re-create the software or
determine its source code (except to the extent expressly permitted by applicable law)

by B, ROPE. R Sl AR LA A 7 28 G d B s 2 R A Gl
EERFR e WAR U] S D)
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c) rent, lease, sell, sub-license, distribute to, or allow access to, or otherwise provide or
transfer the software to third parties (except to the extent expressly permitted in clause
14.1.1)

©  ME=J7HA. M. . YRR 2 REE AL R B DA AR T AR A
BAF CEL14. LT ST VFAIER M)

d) merge all or any part of the software with another program
d BRI EE S5 S MRS

e) reproduce the software (except to the extent necessary for back-up or disaster recovery

purposes)
e)  EHIME (b 8RR E PR IR A1)
f) remove, alter, or cancel from view any copyright or other notices of proprietary rights,

marks, or legends appearing on the physical medium or contained in the software. The
customer will reproduce and include the same on any permitted copy

£ BB, TESEEREE A B A b A B A A A AT AR R A L A AR
AL PR ES . 2R R A S ATV R R A

6.3 If the customer reports to SWIFT China within ninety (90) days after delivery that the software
does not perform in all material respects in accordance with the relevant service description,
SWIFT China will use all commercially reasonable efforts to implement a remedy within a
reasonable time period.

6.3 AR E L (90) KA TEI SWIFT Hi [ 5 B 14 T A B 277 T AN 15 4 R0 5% i 554
IREPERERRAE,  IUISWIFT v LK £ 15 BRI (8] AR — DT Rk A B85 ) St AR i

If SWIFT China is unable to remedy the problem, SWIFT China will refund all charges and fees
paid in respect of the software, and the SWIFT China Contractual Documentation for the software
will automatically terminate.

A SWIFT Hf [H oy et iz ml i, T SWIFT rp LK IR A LA B SEA BT A A e 3, LA
PEXERLFRISWIFT o [H 45 [/ SCAF-Ks B 3 2k .

This clause 6.3 states the sole and exclusive rights and remedies of the customer, if the customer
reports a problem with software within ninety (90) days after delivery and in the event of the
resulting automatic termination of the SWIFT China Contractual Documentation.

B HAESA R L (900 R AR T B B i T PR M B SWIFT A [ & [/ ST A B B 2%
1k, WAEES.3FHE 18 B E— AN HEAR PR ASURI BL K b R it o

6.4 Unless otherwise contracted with SWIFT China, the installation of software is the exclusive
responsibility of the customer. The customer must only install software at the site(s) and those
systems permitted under the relevant SWIFT China Contractual Documentation. A change of site
must be notified by the customer to, and agreed with, SWIFT China.

6.4 FrAE S SWIFT i E AT 83T & 17, SR e th e 7 5T, %/ b AUNAE Rt A
FHRSWIFT Hf [H £ [F SCAF SR VR IR R Gt B2 R . RS AR SIS, 20 7 A 258 R SWIFT Hi ]
FHPAFH A

6.5 The customer acknowledges that software may include third-party software, as documented at the

time of installation, in the relevant service description or other SWIFT China Contractual
Documentation.

6.5 BN, FEAH IR 55 A B At SWIFT op [F & [/ SO, BPF AT e 0466 22 e il R AE 5
2 =7 Ak
Installation and use of such embedded third-party software may be subject to the customer
agreeing to additional licence terms imposed by the third-party licensor, as notified by or for

SWIFT China to the SWIFT China customer (for example, through “on-screen’, ‘pop-up’, “click
wrap’ or ‘installation notices’).
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by RS AR SR SRBAT ) FISWIFTHR [ PUBAIN, 5=y VP
AR 7 T 2K

If the customer objects to such third-party licence terms, it may, as its sole and exclusive right and
remedy, terminate (without any liability or charge) the SWIFT China Contractual Documentation
for the affected software in accordance with clause 10.4.

BRI LS =TTV G W FTRIE S 10 45K AE . 218 CHAVRIAEM 5T/
BT MRS BRI SWIFT v [ A A SCAF, - A Dy FLE— A0 HEAR B BOR RS54 .

6.6 Without prejudice to clause 5.1.2, SWIFT China may supply accompanying third-party software
for use in conjunction with SWIFT China services and products, as documented in the relevant
service description or other SWIFT China Contractual Documentation. Unlike embedded third-
party software, such accompanying software is not part of SWIFT China services and products.
SWIFT China disclaims any responsibility for the installation, fitness for purpose or use of such
accompanying software. The customer may install and use such accompanying software, in its
discretion and at its own risk, only upon condition that it has obtained and accepted all applicable

licences.
6.6 EARTRELS L2800 E R ATHR T, SWIFT A & vl #2441 5 SWIFT o [F iRk 45 A1 7= 5 — Rl g FH 1)

=07, BRI SRR S AR B A SWIFT vh [ & [Fl SO TR . 5 RN =78
PEAEL, ZAFRCE BT I AR SWIFT o [ AR 55 A7 i i) —#8 7 o - SWIFT Hp [ A X% 55 B (1
L TG R BUAE R IR SR . 2 A SRS IR 2 T & VP AnE AT 48 T, 5
FJ AT R E I HE XU 2 2 RS ] 2 S L B R A

7 Intellectual Property Rights Indemnification
7 IR
7.1 Any and all rights (including title, ownership rights, database rights, and any other intellectual

property rights) in SWIFT China services and products, and documentation or other materials
developed or supplied in connection with them, including any associated processes or any
derivative works, are and will remain the sole and exclusive property of SWIFT China, SWIFT or
its licensors. Any such rights in derivatives works developed by or for SWIFT China or SWIFT
based on malware supplied or made available by customers shall belong to SWIFT.

7.1 XFSWIFT Hp [ A 45 A= fi BA B TF R R AL 14 5 2 A SC I SR sl LAt A kL CRLFEAT AT FH 2K
FIMAREAT AT AEAE f D PR R ET A AR CRLIEFTE AL B 28 AR AT ] H At iR =
BO SBINSWIFTHE . SWIFT VAT 5 (R — R HEMR I 72 . BHSWIFT A [ B SWIFT 5,
F ORI A N AR I 1 S B ORI T R BT AR AR R AT A % S RUR 3 JE T
SWIFT.

No rights are granted by SWIFT China in respect of SWIFT China services and products other
than those expressly granted under the SWIFT China Contractual Documentation.

SWIFT H [E A st SWIF T o [5] IR 45 F1 7= 3% FAE A ACR], SWIFT A [ & [7] SCE o 347 B i %
F BRI R o

7.2 If a third party makes a bona fide claim that the possession or use of any SWIFT China services
and products by the customer as permitted under the SWIFT China Contractual Documentation
infringes its intellectual property rights, provided the customer has complied with the SWIFT
China Contractual Documentation and any other contractual arrangements, laws and regulations,
SWIFT China will defend the customer against that claim and indemnify the customer by paying:

7.2 A =5 AR R SWIFT v [ 5 [R] SO VR AT o 3 s A FH SWIFT o [ A ] filk 55 77
AR AL AR, ARG 1 SWIFT [ & [F SR AU AT Hofl 5 R 205 . I A
MERIRTHR T, SWIFT H [EDRE L 1255 R N3 BEAT Ak, IF 83 SRR 38 2% 0 2 7 1
I
a) any reasonable legal fees incurred by the customer until control over the defence and

settlement of any such claim has been handed over to SWIFT China
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Q) BSTAERAEA G EER A, O A 12 S R I IR A DU R i A AR AL
Z5SWIFTH
b) any damages that a court or arbitral tribunal effectively awards, in a final and binding
decision, against the customer if any such claim is upheld
b) VB BT L RE AR B 2 B LR T RO R o B P B SE AT A R B R (R
FEAT ISR ARG S5
Any indemnification by SWIFT China is subject to the customer:
SWIFT H [5] FRAT AT I8 2% 257 LA 7 0 2 1 471 SR A A R g«
a) notifying SWIFT China promptly in writing of any such claim
) KHARATIZEE R SN LA R Gl S SWIFT [
b) doing nothing to jeopardise or prejudice SWIFT China’s defence and settlement of any
such claim
b)  ARIE EEEIE SWIFT o A A 12255 R % 0 4 A AN A AR
c) promptly handing over to SWIFT China control over the defence and settlement of any
such claim
©)  SLRIREO AR T2 55 2R I A FR LSRR 42 AR 52 28 SWIFT o ]
7.3 If any of the SWIFT China services and products, in whole or in part, is held to constitute an

infringement of intellectual property rights of third parties, or their provision or use is enjoined or
prevented, in whole or in part, by a court or arbitral tribunal order, SWIFT China may, in its
discretion and at its expense, achieve one of the following alternatives:

7.3 A AR AMT SWIFT o (] iR 55 17 ity 42 #48 B0 0 WA R A AR AR SR =5 R AL, B R ikl
5 FH 32 5 B i 25 B iy & A B B 7 AR LR B BH AR, SWIFT [ AT AL e B 9 R BLR
ARAAT— g PO 5% 2

a) procure for the customer the right to continue using the affected SWIFT China services and
products

a) N IRENK S T SR I SWIFT r [ Hie 55 A7 i AR

b) modify, replace, or amend the affected SWIFT China services and products so that they no
longer constitute an infringement. In this case, the customer will substitute such version of
the SWIFT China services and products at the earliest opportunity after it has been made
available

b) B BHEAEIT 2R I SWIFT i[5 R 55 A7, A A FEA AR A . FE G L
N, B URAEZ A I SWIFT o [ IR S5 A0 bl Ja, R B iz A

If SWIFT China does not secure either option, then SWIFT China will refund any one-time

charge(s) paid for the affected SWIFT China services and products, and the SWIFT China

Contractual Documentation for the affected SWIFT China services and products will
automatically terminate.

FrSWIFT [ AR P H P AR — 7 %, WISWIFT o [EDE B 18y 32 52 1 i SWIFT v 5 iR 55
7 S B S AT B — Ik PE B, L2 50 I SWIFT Fb [ IR 55 R0 7= 5 % S R SWIFT o [ 4[] 32
¥ B sh 1k

7.4 This clause 7 states the sole and exclusive rights and remedies of the customer concerning the
infringement of rights of third parties, allegations of infringement, or breach of clause 4.3.3. Any
right or remedy of the customer, and any obligation to indemnify on SWIFT China’s part, under
this clause 7 is subject to clause 9.

7.4 AEETHRIE T8 A MBI =T BOMAR B R BUE 2 80E [ 5543 30TLE 1T N 0L T %

A BOME— R HEAR ROBUCRIRTRERL  3 7 ( A T BRI SR B S SWIFT o (B AE A 55 7 26 30T
AR A i 32 3L 55 A S 92k FLAE
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Charges and Fees

8 I 3% F0 %% F

The customer must pay to SWIFT China all then current charges and fees applicable to it for the
provision or use of SWIFT China services and products.

& P s 2 1) SWIFT H ] SCAS BRI B (b B A FH SWIFT w61 i 45 0 7= it i 4ok JFG 36 FH P 4 B 2880 5
e

These charges and fees, and related invoicing and payment terms and conditions, are as notified
by or for SWIFT China to the customer through SWIFT China standard pricing documentation or
otherwise (for example, a specific quotation for the customer or a statement in a SWIFT China
invoice).

1% 55 30 P MR 20 1 R SERAT 3R & 3k 264, HSWIFTHE (BiCESWIFTHE) R
SWIFT A [ A v iE 1 SO s A 3 (i, & 2 BRI SR s SWIFTH E R == 8) 18
B

For the avoidance of doubt, and unless SWIFT China has expressly agreed otherwise in writing
with the customer, charges and fees, and related invoicing and payment terms and conditions, may
change at any time upon reasonable prior notice to the customer (typically, through an update of
the SWIFT China standard pricing documentation or otherwise such as a new specific quotation
for the customer or a statement in a SWIFT China invoice).

HEGEER], BRAE SWIFT th[E 5% 7 AT M fimLe, S0, 2 &R SR %
AN AF AT AE A B el AN 2 5 TAR IR A ST Gl 2l R AR SWIFT [l s @
WS B AR W (% 7 B AR R AN B ek SWIFT o [ R 223 A5 20 -

9 Liability
9 3t

9.1 SWIFT China Liability

9.1 SWIFT 1 [H 534

9.11 SWIFT China accepts liability (if any) to the customer only for contractual and non-contractual

defaults (wilful or not) and fraud, or under the indemnity in clause 7.2, and always subject to
clauses 9.1, 9.3, 9.4, 9.5, 13 and 15 and other relevant provisions for specific SWIFT China
services and products (if any) set out elsewhere in the SWIFT China Contractual Documentation.

9.1.1 SWIFTH E ik & FAAE & [FAPEEL (BRHME S ) FERVEIT N BT 23000 i £ &
HIE (B , HNIGAZIRTEELLR. H9.35K. £9.45K. FI5K. H13%KMH15%
FASWIFT o [H & [8] S048 Ho At Hb 77 Fr i (455 5 SWIFT R [E RS0 G B AR A & 31
5E o

The provisions governing SWIFT China’s liability in the SWIFT China Contractual
Documentation (typically, the limitation and exclusions of SWIFT China’s liability) apply
whether the customer claims in contract, tort, or otherwise.

SWIFT i [l & [F] ST 9% T SWIFT A [B SR RO RLE  CGEL 9 SWIFT Hi [ 574 9 IR il A
O IEH, TRREET SR R AT T 5 R .

The limitation and exclusions of SWIFT China’s liability set out in the SWIFT China Contractual
Documentation do not apply in case of fraud, wilful default or, more generally, to the extent not
permitted under applicable law.

SWIFT m [E & [7) SO A4 of & i SWIFT r 8 53 AF: 1 B o #1026 sk ANl B T IR0VE . Wosids
2y, AWM, EEHEEA RV E A IRAEH .
9.1.2 Except as otherwise provided in clause 9.1.4, any liability of SWIFT China for any claim duly

notified to SWIFT China in accordance with clauses 13 and 15 shall not exceed the amount of
Charges paid by the customer for the SWIFT China service(s) or product(s) concerned in the
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calendar year during which the claim was notified to SWIFT China.

9.1.2 FRAEZE 9.1.4 T BA e, &I SWIFT F E X TARIE S 13 S4F155 15 45 1E3E %0 SWIFT
F ] A AR 22 65 T A PH AT AR STAE AR & 7 AR 1) SWIFT Hp [ 38 02 65 i BT e H 46 7
PONAH SR SWIFT A [ AR 45 507 i B S2ASH 10 3% FH 470

9.1.3 Except as otherwise provided in clause 9.1.4, SWIFT China's liability is subject to the following
exclusions:
9.1.3 FRAEEE9.LATH AT, SWIFTH E M 3T4E3Z LA N BR AP LI
a) Even if SWIFT China has been advised of their possibility, SWIFT China excludes any
liability for:

)  RMESWIFT o [ O 5 n L T R E,  SWIFT A [E B AT N IR & T AR AR AT ] 53 4T«
(i) any loss or damage the occurrence or extent of which is unforeseeable
(D) R A RIRE P T 0L AT ] 403 2% 45 35

(i)  any loss of business or profit, revenue, anticipated savings, contracts, loss or
corruption of data, loss of use, loss of goodwill, loss of reputation, interruption of
business, or other similar pecuniary loss howsoever arising (whether direct or
indirect)

G AR SR PR 7 2 AR AT 55 BRI . N s TIOR8 i, S48k,
PR R AR SE . HIB R . RSB AR WSy, B A SR
SRR ORISR B ERIRER]D

(iii)  any indirect, special, or consequential loss or damage of any kind
Gl AT PR S 5 i P Bt SR B AT ] 457 2 B4 25

(iv) any (financial) sanctions, fines and penalties of any kind imposed by any competent
authority

Gv) AR EE B RRANFAERT G fil#. M.

b) SWIFT China is not obliged to perform or has no liability to the extent resulting from the
provision or use of services or products not supplied by or for SWIFT China, or in the
circumstances set out in clause 9.3.d) or 9.4.

b) i T IR ARSWIFT v [ 42 44 1) ik 55 B i 1) B2 (3t s P TT0 S B0 f) . B AE B
9.3.d) TEk 945K MlE IS BL R, SWIFT o B G 45 B4, B 7 AR AT AT 53

£,
9.14 The limitations and exclusions of SWIFT China’s liability in clauses 9.1.2 and 9.1.3 do not apply
to any liability for death or personal injury.
9.1.4 559.1.2350R 5591375 N SWIFT v [F B 4F: 14 B ] A1k &b S sk AN ad FH TAT AP T2 BN 5 155 9
£,
9.15 Where SWIFT China’s liability is based on a series of events or facts that are (even indirectly)

connected or contribute to the same loss or (even indirectly) related losses, SWIFT China’s (and
any other SWIFT group entity’s) total cumulative and aggregate liability to all customers (on a
collective basis) shall in no event exceed any liability defined pursuant to this clause 9. Unless
expressly provided otherwise in the SWIFT China Contractual Documentation or any other
contractual arrangement in place between the relevant customers and SWIFT China (or any other
SWIFT group entity):

9.15 FSWIFTH E 5T 2 L — R A5 [F— el (ERERER) Mo B 2R B 8l i H S 8
(EZ BB a3 580 MR HE S AT, WSWIFTHE (FILABSWIFT
SERSZR) KT 2 7 R (CBER) ST S EEAT A5 Bl N AS 158 1 AR H5 AS 25 9 4% 1
SE FTAT BT AT 880, BRIESWIFT H [E A [F SCAF B & - S5 SWIFTH [E (B SWIFT4E R T
[ At S A TR AT ] oAt A [F) e HE b S AR s, 75 00

01 October 2019 22
20194£10H 1 H



SWIFT China
SWIFT F1[H

General Terms and Conditions General Terms and Conditions

SRR & A

SRR A

9.1.6

9.16

9.2
9.2

9.3
9.3

a) this rule shall apply irrespective of the SWIFT China Contractual Documentation or any
other contractual arrangement in place between the relevant customers and SWIFT China
(or any other SWIFT group entity), or any combination thereof, under which SWIFT
China’s liability is triggered; and

a  POE AN, WA E R SWIFT o [E 1) 5T FISWIFT H [J A [ S0 BiA R %
FPESWIFTH E CEAT ] HAl SWIFT R SR ) 2 18] AT ] oAt & R 2 4 AT AT
ZEE A RIIE;: HHH

b) this clause 9.1.5 shall be deemed to be included in any and all part of the SWIFT China
Contractual Documentation and any other contractual arrangement in place between the
relevant customers and SWIFT China (or any other SWIFT group entity)

b)  FEOLSTII e NA AR S AESWIFT f [E & [ e ik & P 5SWIFT R E - (AT ]
HABSWIFTEE R SR 2 (8] (AT Ar] Hodth & [R) e HE AT AR] K2 BT 358 4 vk

This clause 9.1 applies before as well as after any termination of the contractual arrangements
between SWIFT China and the customer, and is also for the benefit of any other SWIFT group
entities (whether their liability is in contract, tort, or otherwise) that, for the purpose of the
application of the limitations and exclusions of liability provided in this clause 9.1 and without
creating any joint or shared liability between them, shall be treated as one entity with respect to
any liability in connection with the provision and use of the SWIFT China services and products.
Also, any compensation paid by a SWIFT group entity will be deducted from any liability of any
other SWIFT group entity for the same event or series of connected events and, as the case may
be, refunded.

AER. LA IE FESWIFT rp [B 5 %5 7 18] (1) 45 20 2 HR R AL BT AN Ja 2035 A, RIS A9 AR
HABSWIFTSEB LA 2 FIzE (B HTUERE T A FH . REHARRED  (B1, Jyd i
S59. 1A A2 1 DT AR B ) R BR A0 2% 2 IR HLAS S 78 1% 55 24 v 7 AR AR AR Y BRI [F] 53
£ 5 BER AN ] SWIFT o [ i 55 A1 7 S AR S AR T ST 5, AR HASWIFTHE 5K
PRRIALA — SR BeAh, 5 SWIFTSE P SEAA BT SAS AR AR AT i 43 ] A He A SWIFT 4
VA S A A IR 24 R B SR IR A i AR E A AT STAE R EROF B (BB AL e ) IR

Customer Liability
5L

Except if and to the extent exclusively caused by an act or omission of SWIFT China, the
customer will hold SWIFT China harmless and will indemnify and keep SWIFT China
indemnified from and against any and all actions, liabilities, claims, fines, demands, losses,
damages, proceedings, costs, or expenses (including reasonable legal fees, costs, and expenses)
suffered or incurred by SWIFT China in connection with any claim (including any claim made by
another customer) related to or in connection with the customer’s possession or use of SWIFT
China products and services.

BrAFZ el T SWIFT b B §4E O s AE i iy, & W1 B % 7 A sl A
SWIFT [ F 7= ft R 95 AH S AR AT 2R CELAR A % 7 52 AT &R ) T SWIFT
o B T AE AR TR VA . BfE. BRI TTER. EORL Bk, MFE. RS, BURESE
CAFEE MRS , B NARIE SWIFT hEAZ8E, JEx SWIFT HhEE
£

General Principles Governing the Liability of Each Party

7 AR RN

a) Each party will use all commercially reasonable efforts to limit any loss or damage.

) BRI A EES BRI AT 45 O B

b) Neither party may recover more than once for the same loss (including under insurance
coverage).

b) W FE—HL (BERETUEGEEA SR B AERIGEL K.
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c) No undue enrichment will ever accrue to any party.
c) AR I ARHE A BTG
d) Neither party is obliged to perform or will have any liability for any act, fault or omission
by that party to the extent exclusively resulting from any act, fault or omission of the other
party (typically, a failure by that other party, or one of its sub-contractors or agents, to act
in accordance with the SWIFT China Contractual Documentation), or of a third party for
which it is not responsible.
d XTSRRIy EOE R 5T B =T KRR B EAE Y IR — Ty et
T3 AR BACE A ARARIESWIFT b [E & R S LE AT S5 TS BAEM 5T, 5
— 7T S JE A BRI AT R T AT
9.4 Force Majeure
9.4 NLENIWA]

For the purposes of this clause 9.4, force majeure event means any event or circumstance, or
combination of events or circumstances, which is beyond the reasonable control of, and is not
attributable to, the affected party (the "Affected Party") resulting in the Affected Party being
prevented from performing or being delayed in the performance of any of its obligations under the
SWIFT China Contractual Documentation. Without prejudice to the generality of the foregoing, a
force majeure event may include those events or circumstances listed in the Explanatory
Comments to these General Terms and Conditions provided always such events or circumstances
are beyond the reasonable control of, and are not attributable to the Affected Party.

FE9.45KH, AT LB TR 2T (U RIPR“SZRMTT) & B 6 RE 1 2 S0 HOJF
e H S BUR, RN TT TCIR B AT BUE 1% JE AT SWIFT r [B & [A) SCAF TR AR AT 55 FAE AT
FA B L SRS LR S . AR IR BE S PR AT IR R, AT B
AR (—EFAFFE) WP R T A F A B DL, ERTIER: %559 ek
TR OLAG 238 32 Sy & B HVE B AN 5T T 3252007

Subject to the Affected Party notifying the other party in writing, as soon as possible upon
becoming aware of a force majeure event, of the force majeure event causing delay or non-
performance and the likely duration of the delay or non-performance, and provided the Affected
Party uses all commercially reasonable efforts to limit the effect of that delay or non-performance
on the other party, the performance of the Affected Party's obligations, to the extent affected by
the force majeure event, and the performance by the other party of its obligations directly related
thereto shall be suspended during the period that the force majeure event persists and neither party
shall be liable to the other party for such delay or non-performance.

E S 520 75 FR AN T 51 A J5 S PR A T @ 0 55 — 77§ BUE R BTG B A1 AN AT 5t A
AR SE VR BTCE B 20 B TR BRI (8] RT3 N, ELAE 52 52 5 R e — DI il 45 2255 7 IR Al
SERBTCVE B LG OLX 5 — JT B BT N, 258 T5 55 HIJBAT (AN AT 520
TWHIAD AL — 7 JBAT 5 L ELHR SR H SCS5 BAEAN T 0 A R s a2 45, JF BAR A
— 5 o T R S A R BTGV B AR LN 5 — T T

If performance is not resumed within 60 days after that notice, either party may terminate the

affected SWIFT China Contractual Documentation immediately by written notice to the other
party and without any liability or charge being due on the basis of such termination.

FEZIB AR G600 R WA AR MK Z B L), WAl — J7 #5503 BP DA 1 =i 50 5 — 7 481k
RS I SWIFT o [E &[5 SO, T 76 AR H RNHZ 5 2 0 B 7= AR AR A] S AR 3 FH

9.5 No Warranties

9.5 TRE

To the maximum extent permitted by applicable law and except as expressly provided for in
these general terms and conditions or elsewhere in the swift china contractual
documentation, swift china makes no representation or warranty (i) as to the condition,
quality, performance, security, non-infringement, merchantability or fitness for a particular
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purpose of any swift china services and products; or (ii) that the use of swift china services
and products will be uninterrupted or error-free.

EEAERFTARFNBRREEN, BRIEELR (—REHAFAE) B SWIFT P EE R4
HAMTT HAYISCARE, SWIFT HERE TR A Z/EHAERAEBERRIE (1) SWIFT HE
REM=RmPFE. RE. AR, e, PR, EHEERERTRERER: B 4D
SWIFT H [ AR 407 i B B A = R W ER A & B4 IR

9.6 Liability of SWIFT China Licensors, Service Providers, or Vendors
9.6 SWIFTH [EVFR 77« Mk 552 0 BS Bl A 3 7 1Y) DA T

Except to the extent SWIFT China’s licensors, service providers, or vendors may otherwise agree
with the customer directly, SWIFT China’s licensors, service providers, or vendors are not liable
to the customer for any loss or damage of any kind in connection with the provision or use of
SWIFT China services and products, whether arising in contract, tort, or otherwise.

BrRARSWIFT o [E ¥ AT 5y AR S5 4R ot v N ) B 5 % P ik il A 258, T U SWIFT o [ 7
AT S5 SR At e s N R G 7 X SWIFT e 6 ik 55 407 it B 42 4t B4 P T 52 B0 AR A 2
BB ERE CERZEG R, R RSB X% 55T,

10 Duration and Termination

10 AR 1L

10.1 Indefinite Term

10.1 JoBRHA

Unless expressly provided otherwise in the SWIFT China Contractual Documentation, SWIFT
China provides SWIFT China services and products to the customer for an indefinite period.

B AESWIFT o [ &[5 S 57 A BB E, 75 I SWIFT o [ 1) 25 7 T B 32 SWIFT o [ i
SR i o

10.2 Termination for Convenience
10.2 77 Ty £ 1k

Each party has the right to terminate for convenience the SWIFT China Contractual
Documentation for the provision of any or all SWIFT China services and products. To do so, the
requesting party must inform the other party by written notice 3 months in advance.

NI, 25 T4 BN 7 A M0 2% 1L 52 AT AT s A7 SWIFT v [ Al 55 7177 it Xt B (1 SWIFT
T E G RSO, HESR AT AR RT3 H LA 2E R 75— 5.

For SWIFT China services and products contracted by customers for a minimum term or
(renewable) fixed term, termination for convenience is not permitted before the expiry date of the
minimum or (on-going) fixed term. If nevertheless a customer decides that the provision of
SWIFT China services and products should be terminated early, SWIFT China shall be entitled,
without recognition and without prejudice to any other rights or remedies available to it under the
SWIFT China Contractual Documentation, to terminate the provision of such SWIFT China
services and products at a time that SWIFT China deems fit in its reasonable opinion. In such case
however, the customer must continue to pay the agreed fees and charges for the relevant SWIFT
China services and products until the expiry date of the minimum or (on-going) fixed term.

T2 P AT T B PR B e HARR (ATsRD A R SWIFT AR [E AR 45 A 7= dh, 75 i 1
PREE CRESR) [E e HIR M 2 8, AN RN TEML L. HE e SWIFT H1[E Mg AT
1EFEHEAR S5 A1 7= i, SWIFT A A ATE LA BN GG B3 4E SWIFT H [E AR 45 Fi =
- A2 SWIFT A [El4 [ SCAF IR 4% F BT HABBCR] s RGO « AR ZEEILT,
B IRAR LS AT O SWIFT F [E RS- S A e 5, B EBJE IR (Ffg) [l
HHRR Jia 3 M 1k

10.3 Termination for Cause
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10.3 Rl b

To the extent permitted by applicable law, each party has the right to terminate the SWIFT China

Contractual Documentation for the provision of any or all SWIFT China services and products

immediately and automatically (without prior court intervention) in the following events:

PR AR R VFRIVEE N, ELL NS T, 87 A RCL E S (G KBS ET

O b AR AT AT ST A SWIFT H [ i 55 A7 fit 6 B I SWIFT o [H & [7] S0 A

a) in the reasonable opinion of the terminating party, the other party committed a material
breach of its obligations and such breach is incapable of remedy, or repeated breaches
(whether of the same or of different provisions)

a) IR EEIN NG IR R LS (HZSE AT TSRO 8 kiE 2

(TEiR A i S R — e B A FRLE ) -

b) in the reasonable opinion of the terminating party, the other party committed a material
breach of its obligations and such breach is not remedied within 30 days after notice of the
breach has been given in writing to the other party

b) T EEU NS I R EE RIS, HAER SO KA HE AN E30 RN 51—
Ti RIS AZIELIAT AT A

c) the other party becomes insolvent (typically, subject to bankruptcy or similar proceedings)
or generally fails to pay, or admits its inability to pay, all or a substantial part of its debts as
they become due, or applies for or is granted a moratorium except, in the case of the
customer, if and to the extent that the customer is permitted to continue use of the SWIFT
services and products in chapter 3 of the SWIFT Corporate Rules

C)  HITrkIES GEFERER T, T ESRUEF AN, SRR i 5
S I B AT ) B BURINIL TS S BEie, B B SE AT (BRARMRAESWIFT 22 7]
TN B 3 M E 2 A SOV AR SR FH SWIFT IR S5 A= D o

d) a receiver, manager, administrator, liquidator, or other similar officer or practitioner is
appointed over the whole or any substantial part of the other party's business or assets, or
any steps are undertaken to that effect (typically, it becomes the subject of a bankruptcy,
insolvency, or other similar proceeding) except, in the case of the customer, if and to the
extent that the customer is permitted to continue use of the SWIFT services and products in
chapter 3 of the SWIFT Corporate Rules

d) NI AR EORER W 55 BB A AT TN BN BN S
HENBHAR RN BN 7, BCRBUET D RSEIZ A H K CRERIRE O™ . 5]
ARG AR PR FF R AT R 5 BRARMRIAESWIFT Aol #0565 3 5 AL 75 /7 4 AL
VRS A3 FHSWIFT AR S5 R o

Without prejudice to termination pursuant to clauses 6.3 and 7.3, SWIFT China also has the right

to terminate the SWIFT China Contractual Documentation for the provision of any or all SWIFT

China services and products immediately upon written notice to the customer and without prior

court intervention in the circumstances set out in clause 4.2.1.b) or 4.2.1.c), or pursuant to clause

6.3 0r7.3.

FEARE MRS 556 33N R 7 35 & IE AT IR T, SWIFTHARAESE4.2.1.b) Him554.2.1.0)

TG B 0 BOHR 4 57 6.3 3K BRER 7. 3K Tk IH L T, 11 % 7 Ak il N (i G 5 ¥

Bt 56T I 5 28 (B AT A Bl A 3 SWIFT v [ iz 45 F1 7= i i % 182 1) SWIFT i [ 4 7] 3¢

.

10.4 Termination for Change or New Third-Party Licence Terms
10.4 IR A4 B BT (1 5 — 5 ¥ vl S sk 4

If the customer objects to a change to the SWIFT China services and products, to the SWIFT

China Contractual Documentation, to a change pursuant to clauses 2.2 and 8, or to new third-party

licence terms governing the use of third-party software embedded in software, the customer may,

as its sole and exclusive right and remedy, terminate (without any liability or charge) the SWIFT
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China Contractual Documentation for the affected SWIFT China services and products upon 1
month written notice to SWIFT China. The customer must serve such notice within 1 month of
the date on which the customer becomes aware (or should reasonably have become aware) of such
change or new licence terms.

R RO A B SWIFT o [J AR 55 A1 7= . SWIFT H H &[5 S0 E . OGR4 45 2. 22k Fl 45 8 4%
HEAT 1788 5 B 3 SO R R BT N (D 56 = 5 A A R A DG BT 58 = VF AT 4k, VR L
— RO AR R ROGF AL, % 7 AT LE SR AT LA 1R SWIFT rf (3] 32 45 11 38 1 5 4% 1k 52 52
SWIFT 1 [ ik 25 F1 77 df 5t B2 (I SWIFT 7 (8 & [R) SC - O AEAT [ ST AT B9 D) o« % P A
ERE (ENEAEGR TME) ZETHEEHTFTERZHELNAN, KiXiZ%EiH
5.

10.5 Termination for Loss of Customer Status
10.5 DR 2k 25 P 5 4 iy £ 0

If the customer loses its status of SWIFT user, service bureau, SWIFT registered provider, or
other registered customer (as the case may be) for any reason, then the SWIFT China Contractual
Documentation for the provision of all SWIFT China services and products automatically and
immediately terminates without prior notice and without prior court intervention.

T % P RATAR JE BRI 32 2 SWIFT FH 2 . service bureau. SWIFTVE MR A 75 B o Ath vE i 25
(IR T ) M4y, R AL A SWIFT H (] IR 45 F1 7= i BT s 2 R SWIFT H [ & [7) SO
SERPE B L, 0 Sl A e e A B S T

10.6 Termination for failure to subscribe or renew maintenance

10.6 IR A RE 1T W) Bl B 39 4 4 Al 5% Tf 2 0

If the customer must subscribe to maintenance services to keep SWIFT China services and
products (typically, software) up-to-date as per clause 5.1.3, failure to timely subscribe to, or
renew, these maintenance services will automatically and immediately terminate the SWIFT
China Contractual Documentation for the affected SWIFT China services and products without
prior notice and without prior court intervention.

P AT MY R S, LA AR B 55 5. 131000 5 SWIFT o [ AR 45 A 7= i (R 2 8K
8D ORFFEOHOIRAS TR RIS VT 0y B B 7 2477 e 55 3 68 32 5 i SWIFT r [ il 55 A0 7 i 3of Iz
ISWIFT i [ & [ SCPE LRI E 3Rk, 1 T8 75 5 S 30 sl e vk e 5 1 1.

10.7 Consequences of Termination

10.7 ZL)E R
Termination of the SWIFT China Contractual Documentation for any reason will:
SWIFT F [ 65 /] S AT ] Jir DR 2% 1145 -

a) not relieve any party from any obligations under the SWIFT China Contractual
Documentation which may have arisen prior to termination or which expressly or by
implication become effective or continue to be effective on or after such termination

Q) ARSI E B AT SWIFT 1 [H & [F SO 0T R, B4 b © & ™ A el
R B AR FE A% S5 2 LRI B2 S5 A R Ak B AT AT L5

b) be without prejudice to any other rights or remedies any party may have in respect of the
termination

b)  ATAFARA 7 A LT A] B A AR R A AR BRI AL .

Upon termination of the SWIFT China Contractual Documentation for SWIFT China services and
products, and without prejudice to any other right or remedy of SWIFT China, the customer must
cease its use of the terminated SWIFT China services and products and, at SWIFT China’s
direction, promptly return or destroy all related materials (including any software) supplied by or
for SWIFT China in connection with the terminated SWIFT China services and products.

TESWIFT A [ AR 45 A 72 b Xk BN I SWIFT A [ & R SC A& b sy, ZE RS2 SWIFT A [ AT ] 3
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fl AR BCROEE I RTHE R, & 7 20 1k A 2 &b O SWIFT A [ Ak 45 A0 77§, R4 R
SWIFTH E i p g, M iE b mli sy 8 i alk Y SWIFT o [E H 445 1 55 4% 2% 11 1) 5 SWIFT A [ Ak
25 U= AR R I BT AR AR CRUFEAT 34t -

The foregoing does not apply to the extent that the customer (i) has the right to retain such
materials pursuant to the terminated SWIFT China Contractual Documentation or other
contractual arrangements with SWIFT China or (ii) is required by law or regulation to retain such
materials.

HE e ) APURYE SWIFT i [E GRS SWIFT mf [EIA i HAth & 7 2 HEOR B 1%
SEMPRL, B G SZ IR BRI EOR IR B IZ SR, U R E ANIE AT

11 Personal Data Protection

11 MANEHERY

SWIFT China processes personal data (as defined in the SWIFT Personal Data Protection Policy)
collected by or for SWIFT China for purposes relating to the provision of SWIFT China services
and products, SWIFT services and products or relating to SWIFT China or SWIFT governance or
other purposes set out in the SWIFT Personal Data Protection Policy (for example, contact details
of customer employees or security officers)

SWIFT [ xof 3y $2 A SWIFT o [5 e 55 F1 7 il LA K SWIFT Al 55 A7 i AH OG89 H 1 5 5
SWIFT A [ B SWIFT 5 #LAH 2 1) H P ESWIFT AN A S8 R 37 BUR Bk HoAth B (117 gL 1A
NEHE CFELSWIFTAS NS (R BUR & SO (Bilan, 27 i sl e & BV EAE R G B
HBEAT AL PE

The rights and obligations of the parties in each case are set out in the SWIFT Personal Data
Protection Policy.

PR BORUT AEA R OL T BIABURIAD SCS5 P ILSWIFT A NEHE (R I BURUE -

12 Confidentiality

12 PR

121 Customer Obligations of Confidentiality
12.1 TR L5

The customer must keep in confidence all information, data or materials accessed or obtained in
connection with the provision of SWIFT China services and products.

L U AR A SWIFT w5 i 55 0 7 fl T 42 fich BSRAT B i 43 45 2 80908 BORRLIEEAT £

o

The customer must only use such information, data or materials as reasonably necessary to use
SWIFT China services and products or SWIFT services and products in accordance with the
SWIFT China Contractual Documentation. The customer shall ensure the protection,
confidentiality and security of such information, data or materials using the same standard it
employs to safeguard its own information, data or materials of like kind, but in no event less than
a reasonable standard of care.

b ZRARE SWIFT R [ 5 ) ST 5 A A5 FH SWIFT H [ i 55 L7 i B SWIFT Al 55 A7
ah TR A A A B B R BRSO R, 2 R R DURORY B A RS S 2
i SR RHE B R A R AR e (FEAR (TS 0L S AN T S BT S Sz EE . 2ol
BB ORI R AN 2 4

The customer must only disclose such information, data or materials to its employees, agents,
subcontractors, or professional advisors (or those persons of its affiliated entities) on a “need-to-
know” basis. Any other use or disclosure requires SWIFT China’s prior written consent (which
will not be unreasonably withheld or delayed).
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PG AESAT 0 TR O b H R B ARER L AR R RS i
Uiz N PEEE S L B abTRr. (T SR A S 8 2 A SWIFT o ] 1
EPEAR CR2TMIsiEs TREEL) .

In each case, the customer must inform the recipient of the confidential nature of such
information, data or materials, and ensure that the recipient is bound by an obligation of
confidence no less restrictive than this clause 12.1. The customer remains responsible for the use
of information, data or materials by any such persons.

FERMIEOLT, 27 LA ZEE R B st B R M Ty, IR bR U7 ¥
SRR S5 TR R EEAMIR T AR B8 12 L€ O DR 3E LAS IIZ0 R . % OB %55 N+
MRS A bR 65T

These confidentiality obligations will survive termination of the SWIFT China Contractual
Documentation.

ZAERE LS TESWIFT [ A R SO b /TR 3o

These confidentiality obligations do not apply to information, data or materials that the customer
can demonstrate:

B IR CHAER TR P AHERA & MR FMERIEE . Bh bkl
a) were in the public domain (other than through a breach by the customer of its obligations)

a)  C&BEAAIGUL (BRI RISt N A LSRR AN (152 Bl skt
K
b) were lawfully received free of any obligations of confidentiality from a third party who, in

the customer’s reasonable opinion, did not owe a duty of confidentiality in respect of such
information, data or materials

by AFS GBI NI ARIZEEE B s SO R DR S5 I =7 AU
T AR SCFHIE R Bl skl

c) were developed independently by the customer without reference to such information, data
or materials

) BIERSHZEFER . BRSSO TSI R R Bl s

d) were required to be disclosed by law, regulation, or pursuant to a binding and enforceable
order or legal process of a court, arbitral tribunal, or supervisor, regulator or other
governmental authority, in which case the customer shall, unless prevented to do so by
confidentiality or other requirements under applicable law, inform SWIFT China thereof
with as much advance notice as possible

d) R IR EGE R EERE . MR BB L MR N B BURF LR PR
HALHR S B AW PATVE 1 iy & BUE AR e (0 ZOR R 1015 2 Bl simgt, 42
ZAEEOUT, BRARE AU 0 OR 8 R B A ZOR AR AR, 75 % 7 B LR AT RE
SEH I HLR BE 5 DL T HISWIFT A [

12.2 SWIFT China Obligations of Confidentiality
12.2 SWIFT A [H 1) 2% 55

The obligations of confidentiality in clause 12.1 apply mutatis mutandis to SWIFT China in
respect of all information, data or materials accessed or obtained by or for SWIFT China from or
through the customer in connection with the provision of SWIFT China services and products,
save to the extent varied by this clause 12.2 or other SWIFT China Contractual Documentation or
SWIFT Contractual Documentation including the SWIFT Data Retrieval Policy, SWIFT Personal
Data Protection Policy and SWIFT Privacy Statement.

S F- SWIFT A = £ SWIFT H [E A FE AL SWIFT b [ AR S5 A= i B R T sk B AT A 5 B L

PR BT S, AE12.1K P AR LS N S IEEH TSWIFTHE, BRIEAZE12.235 8
fBSWIFT A [ & B SRS B SWIFT &[5 S0 CHFESWIFTEHIE R R . SWIFT/AN A Eds 4+
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PBERMSWIFTESR S I A HBH.

SWIFT China will only use confidential information, data or materials of customers for purposes
relating to the promotion, deployment, provision, security (including forensic investigations), or
support of SWIFT China services and products, SWIFT services and products or related services
and products of service bureaux, L2BA application providers or SWIFT registered providers, or in
connection with the SWIFT Customer Security Programme; SWIFT or SWIFT China governance;
accounting and records keeping; or customer relationship management.

SWIFTH ECHE 2 AR S 2 sib R 5 SWIFT H [E AR &5 Fl 77 . SWIFT AR %S
FOPE i Bservice bureaux. L2BAN FFE &4 i B SWIFT V3 /1 52 fHL 7 AH 5 IR 45 A0 72 il ) HE
IO EREL PRME. LA (EFEENMOAE) BCCERR B, SSSWIFTE g iRl
SWIFTESWIFTH VR EE; i FHE A7 BUE R R EEA 1 H 1.

For these purposes, SWIFT China may also share such information, data or materials within the
SWIFT group, or with service bureaux, L2BA application providers and SWIFT registered
providers, or SWIFT or SWIFT China’s licensors, service providers, or vendors (including their
respective employees, agents, subcontractors or professional advisors) provided that any such
third party complies with obligations of confidence no less restrictive than this clause 12.2.

L E ), SWIFT o [H 7] £ SWIFT £ A 4 i 8l S service bureaux. L2BAR A #2712 AL 75
LA SWIFTVE M2 A s s SWIFTERSWIFT h [E VF R U7 o IR S5 HR HERT B iR CELAR JEAH
Mol BN, SEREEBELED EZ%E R BRE R, AT RIS
=7 NS B PR EE LS5 PR R AR T AR R 12. 2550 E 1 DR 55 o

Nothing in this clause 12.2 shall be interpreted or construed as preventing SWIFT China to use or
disclose confidential information, data or materials of the customer as SWIFT China deems
necessary or desirable to report facts and circumstances relating to the security of the customer’s
use of SWIFT China services and products pursuant to clause 14.2.4 provided that, if and to the
extent the SWIFT Data Retrieval Policy or the SWIFT Customer Security Controls Policy applies,
such disclosure conforms to the SWIFT Data Retrieval Policy or, as the case may be, the SWIFT
Customer Security Controls Policy. When disclosing confidential information, data or materials of
the customer pursuant to this provision, SWIFT China shall notify the recipient of the confidential
nature thereof and of the importance to protect and preserve the confidentiality of such
information, data or materials.

A5 12, 25K 2 ATAR] 5 AN A A L A 2k 1 SWIFT w4 FH Bl 4% 28 SWIFT HR [ A
W 52 AR 55142, 435 K0 5E 158 F SWIFT o [B AR 25 F1 77 i 1) 22 4 PR AR 50 ) HSe FS T
DEW AR R P REE R SRS, TR #FSWIFTEE R R BURESWIFT%
Faz s IEE R, %25 58 8 T8 SWIF TS A6 R BUK i SWIFT 25 7 22 2 58 il B
GBI ) o« ERIEAS I E R S R EE B BaRsA R, SWIFT A [ N %1
BT 12555 B B aib R AR e, AR e iz S S B B B R R 1 )
Bk,

Furthermore, the customer acknowledges and agrees that:
BeAh, BRI AR

a) SWIFT China may disclose the information, data, or materials of the customer to other
customers registered within the same group of SWIFT users as the customer for the
purposes of SWIFT traffic aggregation (for more information about traffic aggregation,
refer to the SWIFT Pricing and Invoicing — Price List for SWIFT Messaging and Solutions.

a)  SWIFTH Ea NSWIFTH L2 H Mk & 5 B B Bois slib Bl 3% 85 44 [ —
SWIFT H P4 vEM ) HAh 2 P (B mICERE 25 5, ¥ WSWIFTE M Al
FFEL-SWIFTH SCRIfR R T ZAME R

b) any malware accessed or obtained by or for SWIFT China from or through the customer is
not confidential or proprietary information, data or materials of the customer, except that if
such malware allows to identify the customer, SWIFT China will not share any such
malware other than (i) as reasonably necessary to protect other customers (typically, by
sharing such malware with antivirus vendors) and provided that the recipient complies with
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obligations of confidence no less restrictive than those in clause 12.2; or (ii) in accordance
with clause 14.2.4.

b)  HSWIFTHE (SCNSWIFTHED ME AL B0 i % 7 B2 il 53R 15 AT ] 3 ik
HEREFMREREAHEE . SRS, A SRR R & 17 S0
PR, B AEIZ 8 N IR e 3E4T, 5 WISWIFT Hf [ AN 45 43 AT ] 1% 25 % = A -
(D) NEHLERRY AR 7 CREAE S RO RS S AE R 7 % 5 R )
H B 1 57 PR S MR R AR T 28 12. 280 AR %%, B i) MR 2R
14.2 AT E 34T

More information about the protection of personal data is set out in clause 11.
A RN NEHE R 25 BT 5 11 5%

12.3 SWIFT Traffic Light Protocol

12.3 SWIFT A2l {5 = KT #hil

If SWIFT information, data or materials are marked as subject to the SWIFT Traffic Light
Protocol (TLP), the Traffic Light Protocol provisions attached to the Customer Security
Programme — Terms and Conditions shall apply and, in the event of inconsistency, shall prevail
over the customer confidentiality obligations as set out in clause 12.1.

ESWIFTE B Bdi st B 2 SWIFTZZEAE 54T i (TLP) WIZI3R, N (&P 241t
RI- MY PRTASEAE SO e EH, JEHAERIA -, HMRe T8
12. 13T iR B & P R L5 E -

13 Notices
13 pis:h 31|

13.1 Except when expressly provided otherwise in the SWIFT China Contractual Documentation, all
notices from one party to the other will be in English or Chinese and in writing, whether in paper
form (typically, post or courier with acknowledgement of receipt) or in electronic form (typically,

e-mail, e-form, e-invoice, statement on SWIFT’s websites or in a release letter, newsletter or
magazine, installation notice for SWIFT China services and products, or facsimile transmission).

13.1 BRARAESWIFT o [H & [F) ST A 53 A B SCLE WM — 7 1) 55— 5 KI8T S8 AT g 95
s ST IEE, AR R G O R 2 R ms R siepas ) sl iRl GEs oy
IR PR, RS SWIFTIG A B Ak I B &, SWIFTH
I i 2% R0 7 it 22 08 e AR ORI o
When sent to the other party, such notices will be considered correct and valid if they are sent to
the latest contact details (if any) notified by the other party for such matters pursuant to the

provisions of this clause 13.1, or the latest registered or principal office so communicated by the
other party.

BRIEGE 53— TT N, AN KIE R T — T AR A BB 13 L i & AN B TR R A5
B CGER) 8 —J7@ad i 77 205 K ol v i S AL 532 B s b kb, U A TR A D
AR

13.2 Wherever applicable and notwithstanding clause 13.1, the customer must notify SWIFT China in

writing of its intention to terminate the SWIFT China Contractual Documentation for the
provision or use of the SWIFT China services and products.

13.2 EFEHEO T, REABILRHE, 25 201 8 A SWIFT A [E H iR &b e 2
A FH SWIFT A B AR 550 7 i BISWIFT A B & [8) S

Notices relating to the termination of the SWIFT China services and products by or for SWIFT
China, or by the customer but which cannot be served in electronic form through www.swift.com,
and notices by either party which relate to any claims procedure must be served by email,
facsimile transmission, mail, or courier, with evidence of delivery such as a reply by the recipient
or a signed or stamped dated receipt.
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ALK BN, BASATAT — 77 AR B 55 AT AT 28 5 2 P AH 50 )3 b Z50E o e 3 R4 . A%
VR ER IS T SRk, A AR, i 1Rl B e i a0 R B A AU H
HIR [l P
The address for service of any such notices will be as follows:
AR AAT 2 55 30 0 ) A k-
e customer: its registered or principal office, or any other correct and valid address pursuant to
clause 13.1
o B MRAEEE 13.1 FRE I 0 Ak Bl T S AL B AR e AR TE R A R
e SWIFT China: its registered office and marked for the attention of the General Manager or,
in the case of a claim made pursuant to clause 15, of the General Counsel
o SWIFT . HyEMrdat, tmdiufh NSRS, X TRIES 15 F4R MR,
FRACHS AR N A R A )
13.3 All notices served in accordance with this clause 13 will be deemed effective upon their
publication for or, if sent to the other party, delivery to the intended recipient.
13.3 AR AR 55 13 5% I 18 1A 1 I A7 I S8 LR AR I RO A2 R, il A ik es 5 — 7, WIHERR
RESSIEILI NGRS
14 Miscellaneous
14 HAth K
14.1 Assignment and Sub-Contracting
14.1 AL
1411 The right for the customer to access or use SWIFT China services and products is personal. The

customer must not assign, transfer or otherwise dispose of all or part of its rights or obligations
under the SWIFT China Contractual Documentation without SWIFT China’s prior written
consent.

14.1.1 %% 7 1) B s SWIFT o [ il 25 A0 i BRI & 8 T N e RESWIFT A [ 356 i [F)
B, BIAREAE. ks RUHAR T AL B AR SWIFT b [ & [7) STH30 T Y 48 38 BT 23 AL
LEPE
The customer may delegate or sub-contract to a third party the exercise of its rights or the
performance of its obligations under the SWIFT China Contractual Documentation provided that

SWIFT China may refuse at its discretion any sub-contracting or delegation of the financial
obligations of the customer.

P R AR SWIFT o [ & [/ SO IR SBCRAT i B S 55 AT =R s 5 = T7, fET
Jest: SWIFTHE AT B AT HUE TR R 32 2% 7 W 55 L35 1 70 B B4

14.1.2 Except in respect of an assignment or transfer to another entity within the SWIFT group which
shall be effective upon written notice to the customer, SWIFT China must not assign, transfer or
otherwise dispose of all or part of its rights or obligations under the SWIFT China Contractual
Documentation without the customer’s prior written consent.

14.1.2 B 7 I SWIFTHE ] 3 5 — S g ik st ik (PRI 2% P RIEBHIBAE AR , 1ERRE
FPEEBHFARKEL T, SWIFTHEAGE L, Hiksi bl A )5 204k B HAESWIFT
|45 [R] ST AR U ) 4 0 B 20 UM B 3L 55
Subject to any restrictions set out in the SWIFT Personal Data Protection Policy, SWIFT China

may delegate or sub-contract the exercise of its rights or the performance of its obligations
(typically, to SWIFT).

FEIEAE SWIFT AN N EHE PR 57 B B iR BRI 2% P B RT3 T, SWIFT A B R AR AR 47 {25
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14.1.3

14.1.3

14.2
14.2
1421

1421
14.2.2

14.2.2

SCSS AT R B Heth T GEF USWIFT) .

If either party delegates or sub-contracts to a third party the exercise of its rights or the
performance of its obligations in accordance with this clause 14.1, it does so at its own risk and
must ensure that the scope of rights granted to any such third party does not exceed those
contracted with the other party. The party that delegates or sub-contracts to a third party the
exercise of its rights or the performance of its obligations in accordance with this clause 14.1, also
remains fully responsible to the other party for the performance and observance by any such third
party of any obligations applicable to it.

AR — T RGE A H 14, L5 € R H AR AT A 8 55 M B AT At s B an 35 =75, Hopi
B AH XURSE I 3 DR % T AR 55 =5 BOBURIVE AN L 5 55— J5 A€ BOVE . RIS A S5 14.15K
FE P AR AT A B S S5 B0 JE AT Z= B B B 45 55 =5 I — 7 MKAR LA i 55 58 = U7 JBAT
AN SFAR ARG FH LS5 AT S o — D5 AR AH A i AT

Without prejudice to the generality of the foregoing, use of a service bureau to connect to SWIFT

is subject to the Shared Infrastructure Policy and use of a L2BA application provider to connect to
SWIFT is subject to the End-User Policy.

FEARFLIRTIA I & ik & AT N, {8 service bureau iE#E SWIFT Ziis2 (G ILaH
WHEECR) M2, {FH L2BA NP ER: SWIFT 2% (R&H P EER) M4
o

Assistance and Reporting
P BOAIR

Each party will give the other party such assistance as is reasonably required to ensure the smooth
performance of the SWIFT China Contractual Documentation.

P RSWIFT rf [ & [F SCAF BRI AT, A5 R 55— T R A S B ESR A P B o

In case of problems relating to the provision or use of SWIFT China services and products (in
particular, problems that can affect the confidentiality, integrity, availability or security of SWIFT
China services and products), the customer must:

A R 5 SWIFT v [ ik 25 A0 7 il RO 42 (3t sl AR OG ) 1r) R CRp 902, WT RE R MR SWIFT Hh [E]
AR5 A= R e e Btk T PE B VR D A

a) notify the SWIFT Customer Support Centre promptly of the problem
a) ORI AN AT SWIFT 2 ' SRR HG

b) assist SWIFT China in identifying, investigating, and resolving the problem. In the event
of a (potential) security incident relating to the provision or use of the SWIFT China
services or products, the customer must promptly supply to SWIFT China any information,
data or other materials that are reasonably necessary for SWIFT China to conduct a
forensic investigation of such incident (typically, forensic copies of the interface or
information about (possibly) fraudulent messages)

by  PREISWIFTHE B A IR . ER A 5 4R A H SWIFT b [E i IR 25 5%
PR IR GBAE) AT, 75 s Z0 K 1A SWIFT o [ £t SWIFT v [F %} 1%
SGEHAF AT FHOH TR RAEATE S . BE s TR Gl Dy 51 4 58 B A B
BR CATRERD IRVETEIRSCIBERD .

c) promptly correct the problem if it is the customer’s responsibility to do so, and notify
SWIFT China when it has been resolved

)  EHEBTEISNRME BN IE R, A AR S BRI SWIFTHE .

d) respond correctly and promptly to any actions requested, recovery or fallback procedures
initiated, or directions given by or for SWIFT China to mitigate or resolve the problem,
and revert to normal operation conditions when the problem is resolved

d) XFSWIFT i [ SRR IUNAEMTAT 30 )8 sh K R B BHR AR . BUSWIFT A [ Dy 22 %
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14.2.3 Upon prior reasonable written request from SWIFT China, the customer will provide any

information, data and other assistance regarding the possession and use by the customer of SWIFT
China services and products (such as the number of copies of software in its possession and their
use, or compliance by the customer with security obligations).

14.2.3 FESWIFT i [E 52 e S B IR R 5, 20 R 3R A 3L 5 A AV AT SWIFT o [ ik 55 A
PR AR AR AR B BE AL AL B (i, T A A R R, B R T
SRS
The customer acknowledges and agrees that SWIFT China may require that the internal auditors

of the customer confirm, in writing, the accuracy and completeness of any information or data
supplied by the customer pursuant to this clause 14.2.3.

ZRNIF R, SWIFT A [ a] 2R 207 py s e o8 U DL A3 T B 20 5 P IR A 55 14.2.3
WAL A AT A5 2 B O HE R PR AT S22

1424 SWIFT China reserves the right, in its sole discretion, to report (or to require the customer to
report) to supervisors, regulators or other governmental authorities, or the customer’s messaging
counterparties, facts and circumstances relating to the security of the customer’s use of SWIFT
China services and products (for example, the failure by the customer to use a mandatory release
or update of the software or other circumstances as specified in the SWIFT Customer Security

Controls Policy).

14.2.4 SWIFT 1 [H 45 BB AT PR E [y i BN« 8 N BCH A BURF L O B2 7 i SR BN Gdl &
(ERELRE P RS A K% I SWIFT A (5 ik 45 A7 i 2 e PE R S SE RS . (Bln, &
J2 A FH R A i) AT BT B I A B SWIFT 2% = 2 4 428 1 B SR P ot s 1) F At A o) o

14.3 Severability
14.3 Ao

If any part of the SWIFT China Contractual Documentation is found to be invalid, unlawful, or
unenforceable, then such part will be severed from the remainder which will continue to be valid
and enforceable to the fullest extent permitted by law. Upon determination that any term or other
provision is invalid, unlawful or unenforceable, the parties shall negotiate in good faith to modify
the SWIFT China Contractual Documentation so as to effect the original intent of the parties as
closely as possible in a manner which removes the cause of the invalidity, unlawfulness or
unenforceability and ensuring that the economic or legal substance of the transaction
contemplated hereby is not affected in any manner materially adverse to either party.

A SWIFT i [H & [F SO F AR AT B R IR AREBAN AT AT, AR 230 5 R i
S, HARHR AR SOV iR RV AR S RCEL AT IRAT o FE A 58 AR T 2% K sl LA R
SETCR AREBIERAT, Prs0U5 REEAT BRI HOH], BB S SWIFT [ & [R5
MR AT BESE BB ORT (R AG  B, BBR S BRI . ARETE B ATHAT PE AR, IF
B ORAS WS IR 52 53 B A8 5 B R S AN AR AT, A2 DU ) 7 2O A AT — T3 38 1™

KT
14.4 No Waiver
14.4 T

Except where a specific period for exercising any right arising under the SWIFT China
Contractual Documentation is provided for in the SWIFT China Contractual Documentation or
under applicable law, any waiver to be effective must be in writing signed by duly authorized
representative(s) of the waiving party and no delay on the part of a party to exercise such right or
remedy shall constitute, or be construed to constitute, a waiver thereof. Neither any waiver by a
party of any right or remedy nor any single or partial exercise of such right or remedy shall
preclude any further exercise by such party thereof or of any other right or remedy.

B ARAE SWIFT A [ &5 [R] SO s FE IR MUE 1 SWIFT A [ & [/ SCPF T B A B AR fo]
BURIBR S 2 AT (0 IR], AT A7 A AT LA A5 10 7 A Hh 20 et 507 IR s R A8 38 75 W)
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AR AR I AEARAT A% SR SRS B R AT T AZ SR o AE— 75 SHE AT AR
PSR FE O 12 S5 AOM BB AL (T S B 4708, ARG %77 RHZ S BUH]
BCRCH R BT A H At SR BB AR AT E— 24T fi

145 No Agency
14.5 AR

The relationship between SWIFT China and the customer is not that of agent and principal, and
neither party has the authority to bind the other to any obligations.

SWIFTH [ 5% /7 R A A& TAREAMBATA SRR, XUTHIERER 53— T AR HATAT 3

%

14.6 Entire Agreement
14.6 SERE L

The SWIFT China Contractual Documentation contains the entire agreement and understanding
between SWIFT China and the customer relating to the provision and the use of the SWIFT China
services and products. It supersedes and cancels all prior negotiations, representations, proposals,
statements, agreements and undertakings, written or oral, relating to the provision or the use of
SWIFT China services and products.

SWIFT A [ 4 [7] S & SWIFT H [ 5 & 7 22 18] 5¢ T $ (LA A SWIFT Hh [ Al 45 Fi 7= b 1
SEREP ORI AR . H R I BGHE Je 3 BT A 5 3 A B A SWIFT A [l 45 A= ok OC 1 5 Tl
BESkR A BRid. B L PRCRIARGE .

14.7 Amendments

14.7 1Bl

Subject to clauses 2.2, 8 and 13, no amendment or modification to the SWIFT China Contractual
Documentation will be effective unless it is in writing and signed by duly authorised
representatives of the relevant parties.

TEEMEEE 2.2 3. 5 8 LA1%E 13 M ERIATIR T, X SWIFT [E & [F SO FATAMET B
B BRAERH B E B IS 7 IE SRR R E, B NAERL

15 Dispute Resolution
15 SRR
15.1 Time Limit for customer claims

15.1 P Z IR

If the customer becomes aware of a matter or circumstance which may give rise to a claim, the
customer must notify its claim to SWIFT China specifying the relevant facts (including, without
limitation, detailed evidence on which the customer relies to make the claim, the reference to the
relevant provisions of the SWIFT China Contractual Documentation, the amount of the claim and,
more generally, all information reasonably available to enable SWIFT China to assess the merits
of the claim) within the following time limits:

BRI RS E R F I, % AU BN IR AR R I E I SWIFT H H
MRS CEIEHEART %7 8 LR 2R VRS . SWIFT H [E & [7 S0 1A ¢
PUE BRI BB AL O SWIFT o [ RES PG RIS BT T A5 2D -

a) for claims about material errors relating to SWIFT China invoices: within 30 days of the
date of the invoice

a) W FSWIFTHE & SEE R RR: REFEZ HE30KN

b) for claims directly or indirectly relating to messages or files (allegedly) sent or received
using SWIFT China services and products: for the time period during which messages or
files can be retrieved as specified in the SWIFT China Contractual Documentation
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c) for any other claims: within 6 months of the date on which the claiming customer becomes
aware (or should reasonably have become aware) of the event giving rise to the claim

©)  ARATHAMZRNE: RIERMERE AR (BN S EAR SRR H e H
W

If the customer fails to make a valid claim in accordance with this clause 15.1, the customer shall
be barred from making any (further) claim, which the customer shall be deemed to have
definitively withdrawn and waived to the benefit of SWIFT China, without however affecting any
right, claim or counterclaim on the part of SWIFT China.

F7 8 RARYEA T 15,1300 5 3 A ARG, W PO 28 b AT (Je8) R, %
F AL A N SWIFT /b [E 2 ) 25 1 B 4 0l B SR 2 S R 0, M AR SWIFT [ A=A
FIAEATALR] . 2RI B S R o

Any claim validly notified in accordance with this clause 15.1 shall (if it has not been previously
satisfied, settled or withdrawn) be deemed to be definitively withdrawn, and SWIFT China shall
have no liability whatsoever, 3 months after the end of the conciliation process pursuant to clause
15.2.a), unless the customer has commenced arbitration proceedings pursuant to clause 15.2.b).

MR A 55 15 L0 5 6 RS FI AT M R I N, CEABRTIFRIBAT . AR ERIE ) Mo i &4
w, FFESWIFTH EEMRIEE15.2.2) T e AT AN ARFE P 2% 10 /5 34 A 8 /5 AR AT AR 53
£, BrIEZ PRIE®15.2.0) WHE 83 T EET.

15.2 Dispute resolution
15.2 iU D
a) Conciliation
a  FifiE

The parties will use all commercially reasonable efforts to resolve at a business level
between the representatives of each party any disputes arising out of or in connection with
these General Terms and Conditions or in relation to a non-contractual claim, within 3
months after the claim has been notified to the customer, or (in the event of a customer
claim) following a valid notification of claim in accordance with clause 15.1. If the
business representatives of the parties are unable to resolve the dispute(s) within such 3
months period, such dispute(s) may be referred to arbitration in accordance with clause
15.2.h).

PRSCRTT ¥ R I — VI L & BESS DEAE RIS A% 7R3 M HWEE G RE R
W) EARYE 28 15. LA E ROA A AR WA Je, Tk 55 E e d — 7 AR 1Al ok
PR (AR A ) T 7= A2 IR B 22 A DR R Bl 5 AR R4 2R U AH O (R A o]
Wo & HRRUTT K AR TCVEAE3N H AR RS+, AT HR 45 5515.2.b) TUHE & %
ZF VIR

b) Avrbitration proceedings

b) PR

Any dispute arising out of or in connection with these General Terms and Conditions or in
relation to a hon-contractual claim arising out of these General Terms and Conditions or in
connection with them, shall be submitted to China International Economic and Trade
Arbitration Commission (“CIETAC?”) for arbitration (the "Arbitration™) under CIETAC’s
arbitration rules then in force (the "Rules") before three arbitrators appointed in
accordance with the Rules.

A (kAT T R MBS Z AR BE 54 (BRI AE)
A BB A SR A TR 2R A 5 A A 4 DU 4 52 ] R B 22 5 52 ) ff 2% R
2 CYBRMER7 ) h =28 502 i A RO R CRUR IR fi5 €
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The place of the Arbitration shall be Beijing, the People’s Republic of China. The language
of the Arbitration shall be English. Unless the Parties agree otherwise, all proceedings are
to be held in English and the award shall be based solely on documents and information
provided in the English language, including where the original was written in a language
other than English.

it fO R NIRRT E AL 5. Al 5o 3iE . BRAEXUT a4 E, rarie
PR P 350 B DA SEEEAT, A e A DA AR SO NS B Rl (R A o
KHZCRE RN R

Neither Party may recover more than once for the same loss or damage. Accordingly,
neither Party may bring a claim (which, for the avoidance of doubt, includes submitting the
dispute to CIETAC) for the same loss or damage under the SWIFT General terms and

Conditions, the SWIFT China General Terms and Conditions, the SWIFT Services Terms
and Conditions and/or the SWIFT China Services Terms and Conditions.

AT — T AR F — R B AT — R Rk, AR T — I NS AESWIFT
— I A A . SWIFT Hi [ — i 2 ONT 2% 1 A /B SWIFT H [5] Hi 55 2% s A 2 £ 300
T, HUHFESUREER TR R W Oyt SRt i, SRR AR B0

16 Applicable Law

16 EH R
These General Terms and Conditions and all contractual and non-contractual obligations arising
out of them or in connection with them shall be governed by and construed in accordance with the
law of the People’s Republic of China (without giving effect to any conflict of law provision that
would cause the application of other laws).
A (AR AT ) PR G T 7= AR 1 B S 2 AH G BT & R AR & 7] 5% %2 e N R
MIEREE (OAEFEE - E0E AR R R E ) B HE IR Z S R R .
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Explanatory Comments

R R
These explanatory comments are included for information and illustrative purposes. While
designed to provide useful information about certain provisions of the SWIFT China General
Terms and Conditions, nothing in these explanatory comments shall be interpreted or construed as

granting any rights or imposing any obligations in addition to those set out in the commented
provisions of the SWIFT China General Terms and Conditions.

IMAASERANEERDO R ME B H . REBERMAE R (SWIFT b E —f ks
AZEAE) FrEMERAMEL, B (SWIFT i [E —BERMEIE) ERME T Tk s, &
SR PR TE R AT AT R AN AR U2 A T BUR B AT 355

Testing (clause 5.3)
MWK (385.350

Regular tests are conducted to probe the availability, integrity and confidentiality of SWIFT China
services and products.

BEAT B, AR A SWIFT [ AR 55 A7 i B m] F PR e B PR A Ok

SWIFT China understands that, beyond SWIFT China’s tests, customers may also wish to
conduct certain performance or vulnerability tests on or through SWIFT China services and
products.

SWIFT T [HH#, BT SWIFT trEF A2 41, 27 Ak Ay sl SWIFT o [F 5 Fi 7
A EATRE 2 P A8 B TR K

Because such tests might adversely affect SWIFT China’s or SWIFT’s operations or be
indistinguishable from real threats, customers must not conduct any such test unless expressly

permitted in the SWIFT Customer Testing Policy. This applies to (without limitation) stress tests,
throughput tests, intrusion tests or penetration tests.

BT IZZ AT gEext SWIFT HHEEL SWIFT [z & =4 AR s, 855 B sz g CLIX
4, BRAE SWIFT & P IR B o, B NE P ASEITZENR. XEHT (EAR
T B, FrEER. NEIREGSENNER .

Non-transferable right to use software (clause 6.1)

ATTFALR B HERBL (356.150

As per clause 6.1, the customer is not permitted to freely transfer or otherwise assign its right to
use software to a third party, even if it is another SWIFT China customer, SWIFT user, service
bureau, SWIFT registered provider, or any other customer. Any such transfer or assignment
requires SWIFT China’s prior express written consent, and may be subject to a specific transfer
fee.

WA 6.1 FME, BIOANEAE =) 3 R s A AL 7 AL, RIMEZEE
=5 R HAR SWIFT drE% . SWIFT f/". service bureau. SWIFT MRk p i AF ] 2
B o AR AL B LB T 3RS SWIFT HhE 0 FH e B WRE =, JF e E304f
58 LT

Force Majeure (clause 9.4)

ARTPi S (BE9.43K)

Subject to the conditions of clause 9.4, a force majeure event may include (without limitation) the

following:
TEEIEEE 9.4 K PTR A MATIR T, AnHi /ST asE (HART) U A%
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Personal

— An act or intervention of a public authority or court (including any codes of conduct,
instructions, guidelines, decisions, (financial) sanctions, or rules issued by such public
authority or court), or any changes in laws

- AHHLREGEBE I BT T (R 36 1% 5 A LN O B e K AR (AT D9 < I 46
s FBGL BRoEs (M) HIEREIND  BEEE AR

— Interruption or unavailability of power supplies, telecommunications networks,
telecommunications services or IT-systems

— PRI, MRS H TR SS BUT R G W s oA H
— Sabotage, terrorism or threats of such acts
- B R S AT IS AT

— Fire, flood, atmospheric disturbance, lightning, storm, hurricane, cyclone, typhoon, tornado,
earthquake, landslide, perils of the sea, soil erosion, subsidence, washout, drought,
exceptionally heavy snow or rain, ice or other acts of God

- J(T(\ ?;Hiﬂ(\ jz/—;h?jtz‘jj\ I‘/qEEA\ ﬂ%\ }X@\N\ ﬁ/’fm\ é?m\ ﬁ%m\ f@;fg\ [J—]Eﬁ\
Ay IR HIETCRE. pPRL TR RE KT EN . KRR K

— Acts of war or hostilities (whether declared or undeclared), invasion, armed conflict or act of
foreign enemy, blockade, military or usurped power, embargo, revolution, riot, insurrection,
civil disturbance or civil war or rebellion

- REBHET (AREBCEEE « AR R RSN AT N BB EFHER
BN, BE. Far. B3 BEL. WAL NEREGEREL

— Strikes, lock-outs, or other industrial action or labour disputes (including, without limitation,
strikes, lock-outs, or other industrial action or labour disputes that are limited to an enterprise
or business unit of the relevant party or any company within its group)

- BT FLL ST LT3 TS CRFREA R TR T8 5¢ 77 Ak 5ol 45
AL W AT AR NI E T F T, s A7 TAT8hEksy T4

— Epidemic, famine, quarantine or plague

- WATH. UIIR. RRE R

— An act, event or circumstance which primarily affects a person other than the parties and
which prevents or delays a party's performance under any SWIFT China Contractual
Documentation provided that such act, event or circumstance is of a kind of character that, if it
had happened to such party, it would have fallen within the definition of a force majeure event
in clause 9.4 of the SWIFT China General Terms and Conditions

- XTERCHEFE T AN LA R, AR L e AE R B — 5 B AT AR AT SWIFT A [E
ARSI IAT N B, (HRTIR R 1ZS N B A% 5 Bk,
HJET (SWIFTHE — &MY 29.45 P AN AT 9L 4 e XVl

Use (clause 14.1)

MNER (B14.180

As per clause 14.1, the right for the customer to access or use SWIFT China services and products
is personal.

MR 2 14,0 5K0E, &P Uy R B SWIFT wf B IR 45707 i IOAUR] & 8 T A .

For example, the customer must not allow a third party to access or use SWIFT China services
and products except if that third party is acting under its responsibility (typically, as a sub-
contractor or agent of the customer).

B, 2P AR FevEEs =07 Ui I sl s SWIFT A B R4S A=, BRaARZ S =7 fE L 3HTE
BN TH GEFENE 2 OREACEAD .
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In other words, the customer may not permit a third party (including another customer) to
impersonate the customer in its use of SWIFT China services and products, and the customer may
not disclaim any responsibility and liability for the use of its BIC and SWIFT China services and
products.

WMEZ, BPOABRFBE=T (BHER—F) AT SWIFT A FE AR SS 7 i B 2%
P, R PRI N HE L BIC FT SWIFT A1 [ AR 4% A1 7= 5 B 7 K 8 (AT AAT 35 45 A X

%

Outsourcing by customer (clauses 14.1.1 and 14.1.3)
EFSMIIRS (1411 K 5%14.1.350)

One example of the type of delegation or sub-contracting that could be covered by clauses 14.1.1
and 14.1.3 would be the “outsourcing” by a customer of the installation, operation and
maintenance of its SWIFT China interface.

55 14.1.1 BUFIER 14.1.3 THAT AE P8 M ZRHE 0 B AL — AN 2 7 o H SWIFT i[5 42
P 2edhe . BRAE AR o7,

For more information about SWIFT’s policy with regard to the use of service bureaux to connect
to SWIFT, see the Shared Infrastructure Policy. For more information about SWIFT’s policy with
regard to the use of L2BA application providers to connect to SWIFT, see the End-User Policy.

A R i Hservice bureauxi% % SWIFT T 215 8., 1§Z WIL A Btk . A R
L2BARN AR PR LR BISWIFTIIE 25 R, ES W (AR FRIE) .

0

Assistance and Reporting (clause 14.2.4)
BRI E (5514.2.4350)

As per clause 14.2.4, SWIFT China reserves the right, in its sole discretion, to report (or to require
the customer to report) to regulators, supervisors or other governmental authorities, or the
customer’s messaging counterparties facts and circumstances relating to the security of the
customer’s use of SWIFT China services and products.

R4S 14.2.4 TUE, SWIFT S EAR SR GE A E A B ABOABBURHLE, 8%
JURIARSCRE R RAR T (BERE P iRk 5% T SWIFT o[ [ 55 M7 it 22 4 PR AH 2%
RS L .

For the purposes of identifying the customer’s SWIFT messaging counterparties, information in

SWIFT’s possession regarding the SWIFT traffic and relationship management authorisations
(RMA) exchanged by the customer may be used.

NHRRE ) SWIFT fRCKIEN R 2 HE, EH% P 2 B8], HErh SWIFT fr
RIS SWIFT I B/ L R E M (RMA) HRI1ER.
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S.W.L.F.T. (China) Limited

IIRRHI S BORRSS ChED HFRRA

Unit 611-612, Winland International Financial Centre, No. 7 Financial Street, Xicheng District, 100033
JETHT PR IX 4 RO 7 5 S I R4 Rb o0 611-612 =, 100033

Copyright
AL

SWIFT China © 2019. All rights reserved.
SWIFT China © 2019. AU A , BHIRL 7T

Disclaimer

ST

The information in this publication may change from time to time. You must always refer to the latest available version.
AN G BT RN . TR BRI IR AR .

Trademarks

L2

SWIFT is the trade name of S.W.I.F.T. SCRL. The following are registered trademarks of SWIFT: the SWIFT logo, SWIFT,
SWIFTNet, Accord, Sibos, 3SKey, Innotribe, the Standards Forum logo, MyStandards, and SWIFT Institute. Other product,
service, or company names in this publication are trade names, trademarks, or registered trademarks of their respective
owners.

SWIFT /& SW.L.F.T. SCRL IFi#5& . LAF=2& SWIFT i liwiss: SWIFT #7&. SWIFT. SWIFTNet. Accord.
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